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Abstract

A major problem afflicting decision support systems based on automated diagnosis is a possibly large number of diagnoses explain-
ing the observations, which may jeopardize the task of diagnosticians, owing to the cognitive overload raised by an overwhelming
number of faulty scenarios to examine before undertaking effective recovery actions. This criticality is exacerbated when the re-
covery actions are expected to be performed automatically by an artificial agent in real-time, even in the order of milliseconds, like
in an autonomous vehicle or in a defense system. To make diagnosis in the specific domain of discrete-event systems (DESs) viable
in critical, real-time applications, a TIMELY DIAGNOSIS ENGINE is presented, which is based on a parsimony principle: given a
set of diagnoses implied by the observations, only minimal diagnoses are elicited as candidates, on the grounds that each minimal
diagnosis is more likely than any non-minimal diagnosis that is a superset of it. Experimental results indicate that the search space
of the diagnosis engine is reduced considerably, owing to the pruning of the trajectories of the DES that are not bound to generate
minimal diagnoses, thereby resulting in a considerable reduction not only in the number of candidates but also in processing time.
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1. Introduction

Automated diagnosis is still a challenging task to Al In 1987, two seminal works were published in a same issue
of the Artificial Intelligence journal, one formalizing a theory of diagnosis [45], the other [28] presenting a general
diagnostic engine adhering to that theory. The novel approach, later called consistency-based diagnosis, was initially
conceived for static systems, such as combinational circuits [26, 28, 20, 13]. According to it, in order to generate
a diagnosis (output), namely a set of faulty components, no collection of rules, derived from human expertise and
linking symptoms (observations) to their causes (faults), is needed. What is necessary is instead a model of the normal
(correct) behavior of (each component of) the system under analysis, which is expressed in a logical formalism. Given
a collection of observations of the system, typically some input/output measurements, a number of conflict sets are
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drawn, each set involving some components, such that assuming that all of the components in the set are normal
does not preserve the logical consistency between the collection of observations and the system model. Different
diagnoses, called candidates, are then enumerated based on these conflict sets. Since conflict sets may lead to a
(very) large number of different diagnoses, only subset-minimal diagnoses are considered as candidates: a diagnosis
is subset-minimal (or simply minimal hereafter) when it is not a superset of any other diagnosis. In consistency-based
diagnosis, any superset of a minimal diagnosis is a diagnosis itself, hence minimal diagnoses are representatives of all
diagnoses. Minimal diagnoses have been shown to be the (minimal) hitting sets of the (minimal) conflict sets. Since
the generation of both the conflict sets and the hitting sets are NP-hard problems, several techniques were proposed to
make these two steps more efficient, possibly at the expense of completeness [1, 27, 48].

Computing diagnoses by processing a model that is specific to the considered system by means of a domain-
independent reasoning engine, as suggested in [45], became the foundation of a new paradigm, called model-based
diagnosis [21], which encompasses not only consistency-based diagnosis but also abduction-based diagnosis [39].
While the models adopted in [45] are weak, as they describe the normal behavior only, abduction-based diagnosis
requires strong models, i.e. models that describe not only the normal behavior but also (some) faulty behavioral
modes. Abduction-based diagnosis may be a better choice when dynamical systems are considered, especially when
discrete-event systems (DESs) come into play [7], theses being systems endowed with a finite number of states that
evolve over qualitative time based on a finite number of (discrete) events.

Apart from a few exceptions, including [41], abduction-based diagnosis of DESs assumes a complete model of the
system, involving all behaviors, both normal and faulty. The model of a DES may be a Petri net, as in [23, 6, 3, 8], or,
more typically, a network of finite communicating automata [5], like in [2, 11, 40, 17, 24, 29, 36] and in this paper.
Each component is modeled as an automaton that can react to events either generated by other components or coming
from outside, thereby possibly causing the generation of new events. In the component model, a state transition may be
qualified as faulty, in which case a fault is associated; also, a component transition may be observable, in which case
an observation is associated. A DES represented by (one or several) communicating automata is either synchronous
or asynchronous: if synchronous, such as in [46, 47], component transitions may be triggered in parallel, based on the
same event, whereas, if asynchronous, such as in [31, 33, 38, 36, 37] and in this paper, only one component transition
at a time can occur. Assuming asynchronism, a trajectory of the DES is a sequence of component transitions from
the initial state of the DES to a final state. A trajectory is perceived from the outside of the DES as a sequence of
observations associated with the observable transitions of the trajectory, called a temporal observation. The diagnosis
engine can compute the candidates by finding out the trajectories of the DES generating a temporal observation that
has been perceived. Diagnosis of DESs can be either a posteriori or monitoring-based. When a posteriori, the engine
is activated after the reception of a complete temporal observation. In monitoring-based diagnosis, instead, the engine
is expected to generate the candidates upon the reception of each new observation, as is in the fundamental work by
Sampath et al. [46, 47], where the notion of diagnosability of a DES is coined and a diagnoser is defined in order to
support the online diagnosis task efficiently.

Since the number of candidates relevant to a DES may be overwhelming for the human diagnostician who has
to make a decision, possibly under stringent time constraints, or even for an artificial real-time agent, and given the
higher probability of a minimal diagnosis with respect to any diagnosis that is a superset of it', computing minimal
diagnoses of DESs is proposed in [49], where the notion of minimal diagnosability is presented, along with a minimal
diagnoser. The problem in the construction of a minimal diagnoser for a real DES, however, is the need to first
generate the space of the DES, whose number of states is exponential in the number of components. This is why here,
and more generally in the active system approach [32, 36] from which this work stems, we assume the unavailabilty of
the DES space, which is only instrumental to the formalization, but never materialized. The contribution of this paper
is a monitoring-based TIMELY DIAGNOSIS ENGINE for DESs, which generates minimal diagnoses without requiring
the diagnosability of the DES, nor the support of any diagnoser. Experimental results indicate that the search space of

! Assuming that faults in a DES are reciprocally independent, following [28], the probability of a candidate is the product of the individual
probabilities of each fault in the candidate to occur and each remaining fault not to occur. If the (possibly unknown) probability value is (sensibly
assumed to be) less than 0.5 for every fault, each minimal diagnosis is more probable than any of its supersets, both in case the probabilities of
faults are equal to each other or different from each other. This additionally implies that the (possibly not unique) most probable diagnosis is a
minimal diagnosis.
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the algorithm is reduced considerably, owing to the pruning of the trajectories that do not generate minimal diagnoses,
thereby resulting not only in a far lower number of candidates but also in a substantially shorter processing time.

2. Background

The topology of a distributed, asynchronous DES is a network of components that are modeled as finite commu-
nicating automata and are connected to other components through links. When the DES starts being operated, each
component is in its initial state and links are empty. The occurrence of an event outside the DES may trigger a state
transition in a component, which may generate events towards other components via links. This results in a cascade
of state transitions, called a trajectory, that moves the DES from its initial state to a new system state. The trajectories
of a DES X are confined to a space, which is itself a finite automaton, namely Space(X) = (X, X, T, x9), where the
alphabet X is the set of component transitions, X is the set of (system) states, where a state is a pair of a tuple of states
of components and a tuple of the events within links, 7 is the transition function mapping a state and a component
transition into a new state, and xg is the initial state.

Example 1. Outlined on the left of Figure 1 is a DES, called ‘W (watcher), which is designed to protect a power
transmission line from short circuits, typically caused by lightnings. It embodies two components, a protection p and
a breaker b, and a link connecting p to b. A short circuit striking the line is perceived by the protection as a drop in
voltage: if so, the protection commands the breaker to open in order to get the short circuit extinguished, in which
case the protection commands the breaker to close in order to restore the electric power. The models (communicating
automata) of both p (top) and b (bottom), which are displayed on the center of the figure, involve two states (rep-
resented as ellipses), with four and eight transitions, respectively (represented as arrows between states). Each arc
is marked with the name of the corresponding transition. Component transitions are described in Table 1 (first and
second columns). Each component transition from a state s to a state s” that is triggered by an input event e and gen-
erates a set of output events E is denoted by a triple (s, (¢, E), s). If e is the empty event &, it means that the transition
is triggered by an external event: from the DES point of view, the transition is spontaneous. For instance, transition
p1 = {normal, (&,{op}), shorted) of the protection is triggered by an external event (drop in line voltage), generates
the single event op (to open the breaker), and moves the protection from state normal to state shorted. Note how all
transitions of the breaker are triggered by an event generated by the protection (either op or cl), and do not generate
output events (E = 0).

The space of W is shown on the right of Figure 1, where states are renamed 0. . .7, with 0 being the initial state.
Each state is marked with a pair of states of components p and b, along with the possibly empty (&) event within
the link. A trajectory of ‘W is, for instance, T = [ps, bs, p1, b3, p4, b3, p2, bs]. Owing to cycles, the space contains an
unbounded number of possible trajectories of ‘W.

To support the diagnosis of a DES X, we specify both the observability and the abnormality of X by means of a map,
namely Map(X), which is a set of triples (¢, 0, f), where t is a component transition, o is a (possibly empty) observation,

(shorted, closed ), op

s b,

5

(normal , open), cl

Figure 1: DES ‘W (left), component models (communicating automata) of protection p and breaker b (center), and Space(‘W) (right).
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Table 1: Description of transition actions for protection p and breaker b in DES ‘W, along with observations and faults in Map(‘W).

transition action obs  fault
p1 = (normal, (¢, {op}), shorted) p reacts normally to a short circuit by generating the open event prt £
P2 = (shorted, (&, {cl}), normal) p reacts normally to a short circuit extinction by generating the close event prt &
p3 = (normal, (&, {cl}), normal) p reacts abnormally to a short circuit by generating the close event £ u
pa = (shorted, (g, {op}), shorted) p reacts abnormally to a short circuit extinction by generating the open event € v
by = {closed, (op, D), open) b reacts normally to the open event by opening brk &
by = (open, (cl,0), closed) b reacts normally to the close event by closing brk £
b3 = {closed, (op, 0), closed) b reacts abnormally to the open event by remaining closed € y
by = {open, (cl,0), open) b reacts abnormally to the close event by remaining open & z
bs = (closed, (cl,0), closed) b reacts normally to the close event by remaining closed brk &
bg = (open, (op, D), open) b reacts normally to the open event by remaining open brk £
by = {closed, (cl, 0), open) b reacts abnormally to the close event by opening brk w
bg = (open, (op, D), closed) b reacts abnormally to the open event by closing brk q

and f is a (possibly empty) fault. Specifically, if 0 # &, then ¢ is observable, otherwise t is unobservable; likewise,
if f # &, then ¢ is faulty, otherwise t is normal. Based on Map(X), each trajectory T of DES X is associated with a
temporal observation, which is the sequence of the observations associated with the observable component transitions
in T, namely Obs(T) = [o |t € T, (¢, 0, f) € Map(X), 0 # €]. A trajectory T conforms with a temporal observation O
iff Obs(T) = O. Map(X) also associates T with a diagnosis, which is the set of faults associated with the component
transitions in 7, namely Dgn(T) = {f |t € T,(t,0,f) € Map(X), f # €}. The diagnosis set D of O is the set of
diagnoses of the trajectories of X conforming with O, namely: D(O) = {Dgn(T) | T € Space(X),0 = Obs(T)}. Let O;
denote a nonempty prefix [0y, ..., 0;] of O, i > 1. The temporal diagnosis set D of O is the sequence of diagnosis sets
D(O0;), i = 1, namely: D(O) = [D(Oy), D(O,),...].

Example 2. Assuming a set of observations {prt, brk} and a set of faults {u,v,y, z, w, g}, Map(‘W) is embedded in
Table 1, where for each component transition, both an observation (in blue) and a fault (in red) are associated. Only
one observation is defined for both the protection and the breaker, namely prt and brk, respectively. Accordingly,
transition p; is observable and normal, p3 is unobservable and faulty, and b7 is both observable and faulty. Since the
same observation is associated with several transitions, uncertainty remains in the determination of the component
transition based solely on the observation occurred. With reference to trajectory T = [ps, bs, p1, b3, pa, b3, p2, bs],
we have Obs(T) = [brk, prt, prt,brk] and Dgn(T) = {u,v,y}. Based on Space(‘W), we can find that the diagnosis
set of Obs(T) includes six diagnoses: {u, y}, {u, v, v}, {u,y,w}, {u,v,y,w}, {u,y,z, w}, and {u,v,y, z, w}. Note how the
diagnosis set involves the diagnosis {u, v, y}, namely Dgn(T), but, owing to uncertainty, five additional diagnoses are
embodied in that set. The temporal diagnosis set of O is [Dy, Dy, D3, Dy4], where Dy = {u}, {u, w}, {u, z, w}}, Do =
Hul, {u, yh u, wh {u, v, yh {u, 2z, wh, D = Hu, v}, {u, v, yh {us y, wh {u, v, y, 23 {u, v, y, whs {u, y, 2, wh {u, v, y, 2, wil, and
Dy = H{u, yh Au, v, v} {u, y, wh {u, v, y, wh, {u, y, 2, wh {u, v, y, 2, wil.

3. Timely Diagnosis Engine

We now present a monitoring-based TIMELY DIAGNOSIS ENGINE for DESs, which generates efficiently a (sound
and complete) set of minimal diagnoses at the reception of each newly-occurred observation without the support of a
diagnoser. The algorithm makes use of the definitions given below.

Definition 1. Let D be the diagnosis set of O. A diagnosis § € D is minimal iff there is no other diagnosis §' € D
such that &' C 6. The candidate set of O, A(O), is the set of minimal diagnoses in D.

Example 3. With reference to Example 2, the candidate set of O = [brk, prt, prt, brk] is the singleton A(O) = {{u, y}},
as every other diagnosis in the diagnosis set of O is a superset of {u, y}.

Definition 2. Let O = [0y, 02, ...] be a temporal observation of X. The temporal candidate set of O is the sequence of
candidate sets A(O;), i > 1, namely: A(O) = [A(Oy), MO3), .. .], where O, is the prefix of O up to the i-th observation.
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Algorithm 1: TIMELY DIAGNOSIS ENGINE

input : O, a temporal observation of X with initial state xg
output: A, the temporal candidate set of O

1 g« (%0,0), G—{To}, U 1Tol, N0, AT]

2 repeat

3 repeat

4 Pop an abduction item J = (x, §) from U

5 if 3 is unmarked in G then

6 foreach (X', f, 0) € Front(3) do

7 O —ouWf, I« (08

8 if o = £ then

9 if 3’ ¢ G then

10 if (x’,8) € G where 5 C & then

1 | Mark 3’

12 else if x" # x then

13 Mark in G every (¥, ) where 6 D &’
14 L Push the abduction item 3’ onto U
15 Insert (the possibly marked) abduction item J’ into G
16 else if there is no (x',8,0) € N where & 2 § then
17 Insert (x', 8’, 0) into N

18 Remove from N every (¥, 6, 0) where 6 O ¢’
19 Mark J in G
20 until U is empty
21 G—0, A0
22 Let o’ be the next observation in O
23 foreach (x',6’,0") € N do
24 Insert the abduction item 3’ = (x’,§”) into G and push 3’ onto U
25 if there is no diagnosis 6 € A where 6 C &' then

26 Insert the diagnosis ¢ into A

27 L Remove from A every diagnosis 6" where ¢’ C §”
28 Append the diagnosis set A to A
29 N0

30 until all observations in O have been received.

Example 4. With reference to the temporal diagnosis set of O = [brk, prt, prt,brk] in Example 2, the temporal
candidate set of O is A(O) = [{{u}}, {{u}}, {{u, y}}, {{u, y}}], where, in contrast with the temporal diagnosis set, each
candidate set is a singleton.

Definition 3. An abduction item J of a DES X is a pair (x,6), where x is a state of Space(X) and 6 is a diagnosis
of a trajectory ending in x. The frontier of 3, Front(3), is a set of triples (X, f,0) where {x,t,x') is a transition in
Space(X) and (t,0, ) € Map(X).

Example 5. With reference to Space(‘W) in Figure 1 and Map(‘W) in Example 2, an abduction item of ‘W is J =
(4, {u, w}), where 4 = ((shorted, open), op) is a state of ‘W and {u, w} is the diagnosis of trajectory [ps, b7, p1] of W
ending in state 4. The frontier of J is the set of triples Front(3) = {(6, brk, €), (7, brk, q)}.

We now present the pseudocode of the TIMELY DIAGNOSIS ENGINE algorithm (lines 1-30), which takes as input a
temporal observation O = [0, 0, ...] of a DES X with initial state xy, and generates as output the temporal candidate
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set A of O. The algorithm exploits three main data structures: a set G of abduction items generated already, a stack U
of abduction items under processing, that is, relevant to the current observation, and a set NV of triples (x, 6, 0) (cf. the
notion of frontier of an abduction item in Definition 3) relevant to any possible next observation o. In line 1, G and
U are initialized with item Jg = (xp, ). The idea is to keep generating the frontier of the items in U up to the next
observation, based on the possible trajectories of X, thereby possibly updating ¢ in each successive item. The body
of the algorithm is composed of two nested loops . The outer loop (lines 2-30) is repeated until all observations in O
have been received. The inner loop (lines 3-20) is repeated until stack U becomes empty, in which case no further
new item can be generated for the current observation. At each iteration, an abduction item J = (x, ¢) is popped from
U and, if it is unmarked in G, that is, neither processed nor pruned, each triple (x’, f, 0) in its frontier is considered
(lines 6-18). First, an item 3’ = (x’, §") is generated (line 7), where &’ = § W f is the extension of § by f, which has no
effect when f = €. Then, two scenarios are considered: either when o = & (lines 8—15) or 0 # ¢ (lines 16-18). When
o = g, item J’ is still relevant to the current observation. Thus, if not already processed (line 9), in order to avoid
processing items derived from 3’ that cannot lead to new minimal diagnoses, J’ is marked in case ¢’ is a superset
of a diagnosis o relevant to an item sharing the same state x" in J’ (lines 10-11); otherwise (lines 12-13), if x’ # x,
every item (x’,8), where § is a (strict) superset of &', is marked to avoid computing non-minimal diagnoses: in this
case, 3’ is pushed onto U (line 14). In either case, 3’ (which may have been marked in line 11) is eventually inserted
into G (line 15). When, instead, o is observable (lines 16—18), a new triple (x’, ', 0) is inserted into N provided that
there is no other triple (x’, 8, 0) in N (that is, relevant to same state x’ and same observation o) where & is a superset
of 6 (otherwise, triple (x’, 8", 0) is bound to lead to a non-minimal diagnosis when processing the next observation o).
Furthermore, once inserted the new triple, all the other triples (X', 6, 0) in N, where § is a (strict) superset of &', are
removed for the same reasons (non-minimality). At the end of the iteration (line 19), once all triples in the frontier
of J have been processed (and the corresponding new items 3’ have been generated), item J is marked in G. When
U becomes empty, the inner loop terminates (line 20). Then, the occurrence of the next observation o’ triggers the
computation of the next candidate set A = A([oy,...,0"]) in lines 23-27. Specifically, G and U are initialized with
items (x,8"), where (x',8’, 0’) is a triple in N relevant to observation o’. Additionally, a diagnosis ¢’ involved in such
items is inserted into A, provided that, in order to preserve minimality, A does not include a diagnosis 6 that is a subset
of §’. If ¢’ is inserted into A, then, still in order to preserve minimality, every diagnosis 6" in A that is a superset of ¢’
is removed from A (lines 25-27). Eventually A is extended by A and the set NV of triples is emptied before the next
iteration of the outer loop: this way, the inner loop will start its computation with the initial items relevant to the new
current observation o’.

4. Experimental results

The timely diagnosis technique presented in this paper was prototyped in the C programming language and tested
on a laptop with CPU Intel i7-13620H @ 4.700GHz, 32GB of RAM, under the Linux operating system. For com-
parison purposes, besides TIMELY DIAGNOSIS ENGINE, also a state-of-the-art DIAGNOSIS ENGINE was developed,
which generates the whole diagnosis sets of O. Also, a special-purpose language for the specification of diagnosis
problems was designed and developed. Both diagnosis engines were run on several diagnosis problems. Hereafter, we
present a reference diagnosis problem that involves a DES with 10 components, each component model including 3
states and 6 transitions, and a mapping table that assigns a varying degree of observability and abnormality to each
component based on a domain of 3 observations and 20 faults. Results are presented in Table 2, where numbers in blue
boxes refer to TIMELY DIAGNOSIS ENGINE, while numbers in gray boxes refer to DIAGNOSIS ENGINE. The temporal
observation consists of 8 observations. TIMELY DIAGNOSIS ENGINE was compared with DTAGNOSIS ENGINE in both
the cardinality of candidate sets generated in A(Q) and the processing time for generating these sets. Specifically, for
each cardinality of candidates / diagnoses, ranging in 1 .. 12, and for each observation index, ranging in 1 .. 8, the num-
ber of corresponding candidates (blue) and diagnoses (gray) are listed. For instance, at the first observation, TIMELY
DIAGNOSIS ENGINE generates 5 candidates including 1 fault and 5 candidates including 2 faults, while DIAGNOSIS
ENGINE generates several candidates with cardinality ranging in 1 .. 6. Total numbers of candidates / diagnoses are
listed in the successive row. For instance, at the first observation, the number of candidates is 10, while the number
of diagnoses is 240. Additionally, the table shows the cardinality gain Rs, defined as the percentage of diagnoses
missing in A(Q;) compared with the number of diagnoses in D(O0;), namely, Rs = 100 = (| D(O;) | — | AO) )/| D(O;) |-
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Table 2: Compared experimental results for TIMELY DIAGNOSIS ENGINE and DIAGNOSIS ENGINE .

Cardinality of | candidates / diagnoses 7 Observation index 3
1 5 5 1
2 5 30 101 1
3 70 442 112 2
4 80 9|3 563 21 2 2|1 11 1
5 45 1182 157 |4 94 18 181 111 11
6 10 71 253 |2 241 68 66| 2 49 |2 49
7 17 237 376 161 150 | 7 1335 131
8 123 352 235 226 220 219
9 28 183 202 201 207 207
10 41 93 93 118 118
11 19 19 38 38
12 6 6
| Total candidates / diagnoses  [10.  240[3 3608  866[11 1310[10 7981l 77511 783 ]9 780 |
\ Cardinality gain (Rs) [ 958 99.1 99.0 99.1 988 |
\ Processing time (seconds) [0.02 0.18]0.17 0.66]0.89 6.61[1.63 26.36[5.53 50.96 [1.02] 66.94 [0.37 103.19[039 113.25 ]
\ Time gain (Ry) [ 888 742 86.5 9338 9.6 |

For instance, the cardinality gain at the first observation is Rs = 95.8%, in other words, only 4.2% of the diagnoses
generated by DIAGNOSIS ENGINE are minimal. The processing time spent by the two engines is shown in the penulti-
mate row of the table. For instance, at the eighth (last) observation, TIMELY DIAGNOSIS ENGINE spent 0.39 seconds,
while DIAGNOSIS ENGINE spent 113.25 seconds (almost two minutes). The time gain R;, defined as the percentage
of time 7 saved by TIMELY DIAGNOSIS ENGINE for generating A(O;) compared with the time spent by DIAGNOSIS
ENGINE for generating D(0;), namely, R, = 100 * (7(D(0;)) — T(A0))))/T(D(O;)), is shown in the last row of the
table. For instance, the time gain at the last observation is R; = 99.6%.

All in all, considering that both diagnosis engines share the same data structures and auxiliary functions, TIMELY
D1AGNOSIS ENGINE proved to be considerably more efficient than DTAGNOSIS ENGINE, by eliciting most likely
candidates (minimal diagnoses) without generating the complete diagnosis set upfront. This capability is grounded
on the ability of TIMELY DIAGNOSIS ENGINE to prune the search space whenever an abduction item can be ignored
without the risk of jeopardizing the soundness or completeness of the resulting candidate set.

5. Related work

Model-based diagnosis of DESs can typically be employed in decision-support systems, for instance for processing
alarms in remote control rooms, both for electricity [18, 19] and telecommunication networks [40]. Power transmission
devices and autonomous unmanned helicopters are the focus of attention of model-based diagnosis of DESs in [35]
and [18], respectively, while a latest challenge is represented by the huge realm of cyber-physical systems [12].

A recent work [30] by the authors addresses the same task as this paper, that is, monitoring-based diagnosis of
DESs, where a new candidate set is generated at the occurrence of each observation. The major difference is that
the algorithms presented in [30] compute all diagnoses whereas the diagnosis outputs considered in this paper are
minimal diagnoses only. The approach in [30] is based on three different techniques: (1) blind diagnosis, with no
compiled knowledge, (2) greedy diagnosis, with toral knowledge compilation, and (3) lazy diagnosis, with partial
knowledge compilation. By knowledge we mean a data structure slightly similar to a classical DES diagnoser [46],
which can be generated (compiled) either entirely offline (greedy diagnosis) or incrementally online (lazy diagnosis).
Experimental evidence suggests that, among these techniques for computing all diagnoses, only lazy diagnosis may
be viable in non-trivial application domains. In this paper, instead, only a technique, similar to the blind one in [30],
is presented. The new engine, that computes minimal diagnoses only, exhibits (experimentally recorded) processing
time gains up to 99.6% with respect to the blind engine that computes all candidates.

The active system approach [32, 36], in general, and hence also the method described in this paper, represents DESs
by means of complete explicit (i.e. operational) strong component models and performs abduction-based diagnosis.
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More specifically, in this paper a DES is a network of communicating finite automata. There are contributions about
diagnostic reasoning that ignore any explicit DES models, instead, they consider some specifications. The specification
of a dynamical system (i.e. the properties the system has to exhibit over time) can be given as a formula in a temporal
logic [14], such as Linear Temporal Logic (LTL) [44]. An LTL specification is the implicit representation of an
automaton [9, 25, 15, 10], where LTL operators describe the state transitions. Typical diagnostic tasks are aimed at
finding out whether a given behavioral evolution, called a frace, satisfies the specification formula and/or uncovering
the causes for a trace violates the specification formula, where such causes can be searched for either in the trace [4]
or in the specification [42, 43], that is, the specification may be wrong.

In this paper, a DES fault is defined as an abnormal component state transition. In the literature the notion of a
fault in a DES has been generalized to the violation of a predefined behavioral property, as in [16], or to a pattern of
transitions, called a supervision pattern [22], which can represent the occurrence of a single fault as well as of multiple
faults, the ordered occurrence of significant events, the multiple occurrences of the same fault, etc. Most generally, a
fault can be defined as an event that arises when a sub-trajectory of the DES matches a given pattern, like in [34, 38].
The notion of diagnosis as the set of faults on a trajectory that entails the given temporal observation applies also when
the faults are generalized. Hence, minimal candidates could in principle be computed also for generalized faults.

To the best of our knowledge, the first work that adopted subset-minimal diagnoses for DESs is [49]. Differently
from the proposal presented here, (a) the method in [49] is based on a total offline knowledge compilation, aimed
at generating a so-called minimal diagnoser, and (b) in [49], computing minimal candidates only does not translate
into any pruning of the search space; on the contrary, the construction of the minimal diagnoser requires the previous
generation the whole DES space, which is unfeasible for real systems. In the process described in this paper, instead,
no knowledge compilation is performed, every (online) observation-driven trajectory reconstruction explores just a
pruned portion of the search space, and the unavailability of the DES space is assumed.

6. Conclusion

This paper proposes an algorithm, called TIMELY DIAGNOSIS ENGINE, that deals with two major difficulties of
model-based diagnosis of DESs. The former difficulty is a long processing time, because of the huge size of the DES
space in which the search for the trajectories complying with a temporal observation is carried out. To give an idea,
if the DES includes 20 components and 20 links, with each communicating automaton comprising 4 states and each
link containing one out of two different events, in the worst case, considering that a link may also be empty, the
number of states in the space is 4% - 320 = 1220, a 22-digit number. The latter difficulty is a possibly large number
of diagnoses explaining the perceived sequence of observations, which may cause a cognitive overload in human
diagnosticians or even delays in post-processing. These difficulties add up and become critical in scenarios where
a faulty/dangerous situation should be detected as early as possible and an action should be taken in real-time. To
overcome these difficulties and reduce their inherent risks, the algorithm described in this paper computes minimal
diagnoses only, while performing a search in a pruned space: the portions of the DES space that are not relevant to
minimal diagnoses are not explored. This way, as confirmed by the experimental evidence presented in this paper, a
significant smaller set of diagnoses (candidates) are computed in a considerably shorter time, without however missing
most likely diagnoses, thereby allowing recovery actions to be figured out and taken (ideally) in real-time.

The proposed algorithm, possibly extended with new capabilities, may be a contribution to make diagnosis of DESs
viable in real-time application domains. In fact, the long-term aim of the research is to demonstrate the efficacy of the
proposed method in real-world dynamic environments. To achieve this goal, several studies on the application of the
TIMELY DIAGNOSIS ENGINE in domains where time constraints are crucial have to be conducted. These studies are
in turn enabled by the integration of the diagnosis engine with existing systems, e.g. controllers. An extensive testing
of the engine across diverse scenarios and contexts is needed.

Short-term research will instead focus on enhancing the time efficiency of the engine by exploiting knowledge-
compilation techniques. Given the exponential upper bound on the size of the search space, a total compilation of the
DES into a diagnoser is impractical, even when performed offline. Hence, we are envisaging a dynamical compilation
of diagnostic knowledge, whose rationale is similar to the lazy technique in [30]. Specifically, the information com-
puted for generating each candidate set (cf. Definition 1) may be kept in a sort of evolving diagnoser, which is built
incrementally online, when the DES is being operated and monitored by the diagnosis task. This approach will allow
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the diagnosis engine to generate immediately a candidate set when the current diagnoser state is exited by a transition
marked with the newly-occurred observation, without, however, the need to build the whole diagnoser upfront, in
contrast with common diagnoser-based approaches in the literature, including [47, 49].
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