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Abstract

For any admissible value of the parameters n and k there exist [n, k]-
Maximum Rank Distance Fy-linear codes. Indeed, it can be shown that if
field extensions large enough are considered, almost all rank metric codes
are MRD. On the other hand, very few families up to equivalence of such
codes are currently known. In the present paper we study some invariants
of MRD codes and evaluate their value for the known families, providing a
new characterization of generalized twisted Gabidulin codes.
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1 Introduction

Delsarte [14] introduced in 1978 rank-distance (RD) codes as g-analogs of the usual
linear error correcting codes over finite fields. In the same paper, he also showed
that the parameters of these codes must obey a Singleton-like bound and that for
any admissible value of the length n and the dimension £ this bound is sharp. A
rank metric code attaining this bound is called mazimum rank distance (MRD).
In 1985 Gabidulin [16] independently rediscovered Rank-distance codes and also
devised an algebraic decoding algorithm, in close analogy to what happens for
Reed-Solomon codes, for the family of MRD codes described by Delsarte.
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National Group for Algebraic and Geometric Structures and their Applications (GNSAGA -
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More recently MRD-codes have been intensively investigated both for their
applications to network coding and for their links with remarkable geometric and
algebraic objects such as linear sets and semifields [1}, 5], 16} (8, [10, 11} 12} [13] 23] [25]
33, 135].

It has been shown in [28] (see also [3]) that a generic rank-distance code,
provided that the field involved with the construction is large enough, is MRD.
The authors of [28] make extensive use of algebraic geometry methods and they
are also able to offer an estimate on the probability that a random rank metric
code is MRD as well as to show that the probability of obtaining a Gabidulin code
in this way is negligible.

In [3] Byrne and Ravagnani obtain an approximation of the fraction of RM-
codes of given length and dimension which are MRD using a mostly combinatorial
approach. Their paper show also that some care has to be taken when considering
these density results for codes; indeed, the F,m—linear MRD codes are dense in the
family of all F,m—linear rank metric codes C C F;‘m of dimension k and length n.
However, this is not the case for F,-linear MRD-codes in the family of F,-linear
rank metric codes C C Fy™™ with dim C = k; see [3].

In spite of the aforementioned density results, very few families of MRD codes
are currently known up to equivalence; basically, apart from Gabidulin [16] and
twisted Gabidulin [33] codes, the state of the art is given by the codes presented in
Table [[] and their Delsarte duals.

A distinguisher for a family of codes § is a polynomial time algorithm which
can determine if an arbitrary generator matrix G determines a code belonging to §
or not. Existence of distinguishers is interesting not only as a mean to characterize
a code, but also of much importance for applications, since some attacks against
McEliece cryptosystems based on it. The case of (generalized) Gabidulin codes
is investigated in [I8], whose result we recall in Theorem [3.1} see also [27], where
such codes are characterized in terms of their generator matrices.

The McFEliece cryptosystem is a well known and much studied public key
cryptosystem based on error correcting codes. The basic idea of this encryption
scheme is to start with a t-error correcting code endowed with an efficient algorithm
for decoding and hide its generating matrix G € F’;X” by means of a invertible

matrix S and a permutation matrix P, so that G = SGP. Then the encryption of
a message m € ]F’; is the codeword ¢ = mG + e where e € [y is a noise vector of
weight at most ¢. In order to discuss the security of this cryptosystem we recall the
model of indistinguishability under chosen plaintext attack (IND-CPA). A system
is secure under this model if an adversary which does not know the key is unable
to distinguish between the encodings ¢; and ¢, of any two different messages m;
and ms she has suitably chosen.

Observe that in the case of McEliece cryptosystem, given two distinct messages



my, my with encodings respectively ¢; and co, the word ¢; — ¢y has distance at
most 2¢ from G(ml — my). So, when we consider codes endowed with Hamming
distance and t comparatively “small” it is easy to see that G (my — mgy) has almost
everywhere the same components as ¢; — ¢5. This makes IND-CPA easier to thwart.
Using the rank metric instead of the Hamming metric can improve the security. So
a potential primary application of MRD codes is for McEliece-like cryptosystems.

Unfortunately, even if “almost all Fm—linear codes are MRD”, very few of them
are known and even less are amenable to efficient decoding. The possibility of using
Gabidulin codes has been considered in [18]. The authors in [18] however proved
that there is a very efficient distinguisher for them; more in detail, it is possible to
easily recognize a Gabidulin code from a generic MRD code of the same parameters
chosen uniformly at random. As a consequence, the cryptosystems based on them
turn out not to be semantically secure, as it is possible to distinguish a ciphertext
from a random vector; see also [31], 32].

In the present paper we investigate the existence of algebraic distinguishers
(akin to those of [I8]) for the currently known families of Fyn-linear MRD codes
and provide some invariants up to equivalence.

Our main results concern the list of dimensions of the intersections of an [Fgn-
linear MRD-code with its conjugates and a description of a maximum dimension
Gabidulin codes contained in a fixed MRD-code. We shall see, in particular, that
this can be used as to provide distinguishers for the generalized twisted Gabidulin
codes and how it can also be applied to the other 5 known families (and their duals),
see Tables |1| and . We point out that our results answer to the open question [2]
Open Problem I1.7.].

1.1 Structure of the paper

In Section [2 we recall the definitions of rank metric (RM) codes and their basic
properties. We also fix our notation and discuss in Section the representation
of RM-codes by means of subspaces of linearized polynomials, the representation
which shall be used in most of the paper. Section deals with an alternative
convenient representation of RM-codes. In Section [3| we prove one of our main
results, namely the characterization of generalized twisted Gabidulin codes in terms
of the intersection with their conjugates and the Gabidulin subcode they contain;
see Theorem [3.61 This leads to the introduction in Section M of two indexes

h(C) := max{dim(CNC): j=1,...,n — 1;gcd(j,n) = 1}.
and

ind (C) := max{dim G : G C C is equivalent to a generalized Gabidulin code}



for MRD-codes. These indexes are then evaluated for the known families of codes.
We conclude the paper with some open problems.

2 Preliminaries

Denote by I, a finite field and let V,,, and V;, be two vector spaces over I, of dimen-
sion respectively m and n. The vector space Hom, (V;,, V;,,) of all F,~linear transfor-
mations V,, — V,,, is naturally endowed with a rank distance dp : Hom,(V,,, V;,,) %
Hom,(V,,V,,) — N where dg(p,v) = dimIm(p — ¢). If we fix bases in V,
and V,, we have that Hom,(V,,, V,,) is isometric to the vector space IF;”X” of all
m x n matrices over F, endowed with the distance d(A, B) := rk (A — B) for all
A, B e Fpm.

A rank metric code or a (also rank distance code), in brief RM-code, C of
parameters (m,n,q;d) is a subset C of F”"*™ with minimum rank distance d :=
miny gec, axp{d(A, B)}. A RM-code C is F-linear if it is an F,-vector subspace
of F**™ (or, equivalently, of Homgy(V,, V;,)). When C is an Fg-linear RM-code of
dimension k contained in ™", we shall also write, in brief, that C has parameters
[n, k].

As mentioned in Section [I] it has been shown in [14] that an analogue of the
Singleton bound holds for RM-codes; namely, if C is an (m, n, ¢;d) RM-code, then

|C | < qmax{m,n}(min{m,n}7d+1) )

When this bound is achieved, then C is an MRD-code.
The Delsarte dual code of a linear RM-code C C IFZ”" is defined as

L _ mxn ., —
Ct={M eF>": Tr(MN') = 0 for all N € C}.

Lemma 2.1. [14, [16] Let C C F**™ be an Fy-linear MRD-code of dimension k
with d > 1. Then the Delsarte dual code C+ C ]F”q”X” is an MRD-code of dimension
mn — k.

The weight of a codeword ¢ € C is just the rank of the matrix corresponding to
c. The spectrum of weights of a MRD-code is “complete” in the following sense
(which is a weaker form of [16, Theorem 5]).

Corollary 2.2. [25, Lemma 2.1] Let C be an MRD-code in "™ with minimum
distance d and suppose m < n. Assume that the null matriz O is in C. Then, for
any 0 <1 < m —d, there exists at least one matriz C' € C such that tk(C) = d + 1.

Existence of MRD-codes for all possible values (m,n, q;d) of the parameters
has been originally settled in [14] where Singleton systems are constructed and,
independently by Gabidulin in [16]; this has also been generalized in [19].
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More recently Sheekey [33] discovered a new family of linear maximum rank
metric codes for all possible parameters which are inequivalent to those above; see
also [24]. Other examples of MRD-codes can be found in [4] [15, 29, [30] [34) 136].
For some chosen values of parameters there are a few other families of F»-linear
MRD-codes of Fy*™ which are currently known; see [6, (7, [10].

The interpretation of linear RM-codes as homomorphisms of vector spaces
prompts the following definition of equivalence. Two RM-codes C and C’ of Fy*"
are equivalent if and only if they represent the same homomorphism (up to a
change of basis of V;,, and V},) in h € Hom,(V,,,, V},)/Gal(F,). This is the same as
to say that there exist two invertible matrices A € F;"*™, B € F;*" and a field
automorphism o such that {AC°B: C € C} =(C'.

In general, it is difficult to determine whether two RM-codes are equivalent or
not. The notion of idealiser provides an useful criterion.

Let C C F;"*™ be an RM-code; its left and right idealisers L(C) and R(C) are
defined as

L(C)={Y e F™:YC e Cforall C € C}

R(C)={Z € F;*": CZ € Cfor all C € C},

see [21, Definition 3.1]. These sets appear also in [25], where they are respectively
called middle nucleus and right nucleus; therein the authors prove the following
result.

Proposition 2.3. [25, Proposition 4.1] If C; and Cy are equivalent linear RM-codes,
then their left (resp. right) idealisers are also equivalent.

Right idealisers are usually effective as distinguishers for RM-codes, i.e. non-
equivalent RM-codes often have non-isomorphic idealisers. This is in sharp contrast
with the role played by left idealisers which, for the codes we consider in the present
paper, are always isomorphic to Fyn».

2.1 Representation of RM-codes as linearized polynomials

Any RM-code over F, can be equivalently defined either as a subspace of matrices
in ;"™ or as a subspace of Homgy(V,, V;,,). In the present section we shall recall a
specialized representation in terms of linearized polynomials which we shall use in
the rest of the paper.

Consider two vector spaces V,, and V,,, over [F,. If n > m we can always regard
Vi, as a subspace of V,, and identify Hom,(V,,,V,,) with the subspace of those
¢ € Hom(V,,,V,,) such that Im(¢) C V,,,. Also, V,, =2 F;n, when F» is considered
as a F,-vector space of dimension n. Let now Hom,(F,») := Hom,(F;»,Fsn) be
the set of all F,-linear maps of Fy» in itself. It is well known that each element
of Hom,(F,~) can be represented in a unique way as a linearized polynomial over
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Fyn; see [20]. In other words, for any ¢ € Hom,(F;») there is an unique polynomial

f(zx) of the form
n—1 n—1
f(z) = Z a;r? = Z az!!
i=0 i=0
with a; € Fyn and [i] := ¢’ such that
Ve € Fpn :o(x) = f(z).

The set L, 4 of the linearized polynomials over Fy» is a vector space over Fy» with
respect to the usual sum and scalar multiplication of dimension n. When it is
regarded as a vector space over F, its dimension is n* and it is isomorphic to Fy .
We shall use this point of view in the present paper. Actually, £,, , endowed with
the product o induced by the functional composition in Hom,(F,) is an algebra
over IF,. In particular, given any two linearized polynomials f(z) = Z;:ol f;ald
and g(x) = E?;& g;2Y, we can write

—_
—_

n—

<f © g)(x) = fig][,i]x[(i'i'j)modn}'

i

n—

I
o
T
=)

Take now ¢ € Hom,(Fyn) and let f(z) = 3.1 a;z! € £,,, be the associated
linearized polynomial. The Dickson (circulant) matriz associated to f is

ao 0/1 e an,1
al, d o dl,

Df =
a[l"_l] a[gn_l] . a([)n_l]

It can be seen that the rank of the matrix Dy equals the rank of the I -linear map
@, see for example [37].

By the above remarks, it is straightforward to see that any F,-linear RM-
code might be regarded as a suitable F,-subspace of £, ,. This approach shall
be extensively used in the present paper. In order to fix the notation and ease
the reader, we shall reformulate some of the notions recalled before in terms of
linearized polynomials.

A linearized polynomial is called invertible if it admits inverse with respect
to o or, in other words, if its Dickson matrix has non-zero determinant. In the
remainder of this paper we shall always silently identify the elements of £, , with
the morphisms of Hom,(IF,») they represent and, as such, speak also of kernel and
rank of a polynomial.



Also, two RM-codes C and C’ are equivalent if and only if there exist two
invertible linearized polynomials h and g and a field automorphism ¢ such that

{hof?0g: felC}=C.
The notion of Delsarte dual code can be written in terms of linearized polyno-
mials as follows, see for example [24, Section 2|. Let b: L, , x £, , — F, be the

bilinear form given by
n—1
b(f,9) = Trgnsq (Z figi>

where f(x Z f;21 and g(x Z gzl e Fgn[x] and we denote by Trgn/, the

trace function Fqn — T, defined as Trqn/q( )=z + M+ 47U for z € Fun.
The Delsarte dual code C* of a set of linearized polynomials C is

J_:{]PEACn,q: b(fag):()’ VQGC}

Furthermore, the left and right idealisers of a code C C L,, , can be written as

L(C)={p(x) € Lyy: po feClorall f eC};

R(C) ={¢(x) € Ly,4: fop e Clorall f € C}.
Definition 1. Suppose ged(n, s) = 1 and let Gy, := (2%, 2l . gl®=Dy < £
Any code equivalent to Gj s is called a generalized Gabidulin code. Any code
equivalent to Gy, := Gy ; is called a Gabidulin code.
Proposition 2.4. [33, Theorem 5] Suppose ged(s,n) = 1 and let Hys(n) =
(x4l bl BRI T N() = Ngoje(n) == T2 0 # (1), then
Hi.s(n) is a MRD-code with the same parameters as Gy, .

Definition 2. Any code equivalent to My s(n) with N(n) # (—1)"* and n # 0 is
called a (generalized) twisted Gabidulin code.

Remark 2.5. Clearly, if 1 <k <n—1

Hio(n) N Hys(n )[s] = (z [28] . [s(k—1)1>
and so dim(Hys(7) N Hys(n)) = k — 2 if n # 0. Indeed, ao(x + nal*) + a2l +
o ap aBEOL e (gl plslg D] 28] [k if and only if ag = a; = 0.

The two families of codes seen above are closed under the Delsarte duality.
Lemma 2.6. [16, [19, [2], [33] The Delsarte dual C*+ of an F-linear MRD-code
C of dimension k is an Fyn-linear MRD-code of dimension n — k. Also, Qkfs s
equivalent to G, .. and Hy(n)* is equivalent to H,_po(—nm*sl).

Apart from the two infinite families of Fn-linear MRD-codes Gy s and Hy. s(n),

there are a few other examples known for n € {6,7,8}. Such examples are listed in
Table [[l and their Delsarte duals in Table [2.
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C parameters conditions reference

_ (.5l 4 g1 : q>4

Cr = (z, 6z + 2W)p ¢ (6,6,q;5) cortain choices of § [6l, Theorem 7.1]
q odd

Co = (w, zlt + 2B + 5x[5]>1pq6 6,6,4:5) | 1= 067;:—1}5 imlod ) [8, Theorem 5.1]

(0elF,)
Cs = (z, x5 2Bl)p (7,7,4;5) godd [7, Theorem 3.3]
J 7 q7 9 ? Y g(:d‘(ts7 7) — 1 9 °
Cy = (x, 621 + $[5}>1Fqs (8,8,¢;7) 52613(1%1 [6, Theorem 7.2]
_ [S] [38] . q = 1 (mOd 3)
Cs = (z, ), 2 (8,8,4;6) ocd(s,8) — 1 [7, Theorem 3.5]

Table 1: Linear MRD-codes in low dimension

D, =C# parameters conditions
— (] 2 4 s05,08) : ¢>4
Dy = (2, 2%, 2%, 0 — 6Pz >Fq6 (6,6.4;3) certain choices of &
q odd
q=0,£1 (mod b
D2 = <$[1]’ .I'[S], T — :L‘[z}’ 1’[4} — 5$>Fq6 (67 6, q; 3) 52 + 5 i 1 )
(0 €F,)
o 25] .[35] ..[ds] : qodd
D3 = (x, 2 2l x >]Fq7 (7,7,q;4) ged(s,7) = 1
D, = (x[ﬂ’ x[z}’ x[:%]’ x[5]7x[6]’ T — (53;[4]>Fq8 (8,8,¢;3) 52quil
_ (2] .[3s] ..[ds] ..[56] . ¢=1 (mod 3)
Dy = (z, 2!, 2% 1% o >]Fqs (8,8,4;4) ged(s,8) =1

Table 2: Delsarte duals of the codes C; for i =1,...,5




2.2 Linear RM-codes as subspaces of [},

In [16], Gabidulin studied RM-codes as subsets of F... This view is still used in
[3, (18] 28, 27]. As noted before, L,, , equipped with the classical sum and the scalar
multiplication by elements in F,» is an Fjn-vector space. Let B = (¢1,...,9,) an
ordered IF-basis of Fgn. The evaluation mapping

(I)B : f(x) S ‘Cn,q = (f(gl)7 s 7f(gn)) € IFZ"

is an isomorphism between the Fn-vector spaces L, ; and Fy... Therefore, if W is
an F n-subspace of £, ,, a generator matrix G of ®5(1¥) can be constructed using
the images of a basis of W under the action of ®5. Also, if G is a generator matrix
of ®5(WW) of maximum rank, then an F n-basis for W can be defined by using the
application @,}1 on the rows of G.

3 Characterization of generalized twisted Gabidulin
codes

A. Horlemann-Trautmann et al. in [I8] proved the following characterization of
generalized Gabidulin codes.

Theorem 3.1 ([18]). A MRD-code C over F, of length n and dimension k is
equivalent to a generalized Gabidulin code Gy, s if and only if there is an integer
s < n with ged(s,n) = 1 and dim(CNCH) = k—1, where CI¥ = {f(z)l¥: f(z) € C}.

If C is equivalent to a generalized twisted Gabidulin code Hy, (1), then dim(C N
C [S]) = k — 2. This condition, in general, is not enough to characterize MRD-codes
equivalent to Hy s(n). The present section is devoted to determine what further
conditions are necessary for a characterization.

Denote by 7, the linear application defined by 7,(z) = ax and denote by
Uy ={Tro7,: a €Fpu} ={ax+allzl ... 4 aln=lUzl=1: o € Ffu}. The set Uy
is an [F -subspace of £, , of dimension n whose elements have rank at most one. It
can be proven that the set U; of all linearized polynomials with rank at most one is

U, = U molU; ={rm30Tro7,: a,f € Fpn}.

BEF A
Lemma 3.2. The space L,,, admits a basis of elements contained in U .

Proof. Let (aq, g, -+ ,ay) be a basis of Fyn over F,. Define @; := Tro7,, for i =
1,...,nand B := {@;: i = 1,...,n}. Consider the basis By = (z, 21, ... z»~1)



of L, ; the components of the vectors of B with respect to this basis are the

ar ot o ol

9 ol glrl
M= 2 2

o, ag] . aL"fl]

By [20], Corollary 2.38], det(M) # 0; in particular the vectors of B are linearly
independent in £,,, and so B is a basis for £, ,,. O

Lemma 3.3. Let n and s be two integers such that ged(s,n) =1, if p(x) € L,
and p(x) = Ap(x)l¥) for some X € Fj., then p(x) is in U.

Proof. Under the assumptions, the map = — z¥! is a generator of the Galois group
of Fyn : F,. In particular, for all 0 < i < n—1 there are ); such that p(x) = \;p(z).
It follows that the Dickson matrix of p(z) has rank at most 1 and this proves the
thesis. O]

For the sake of completeness we prove the following lemma; see also [22, Lemma

3]

Lemma 3.4. Let n and s be two integers such that ged(s,n) =1, if W # {0} is
an Fyn-subspace of L, , such that W = Wl then W admits a basis of vectors in
U;.

Proof. By Lemma there exists a basis B of £, , consisting of vectors of U;. In
particular, for any b € B and i = 0,...,n — 1 we have bl = b. There is a unique
matrix G in row reduced echelon form whose rows contain the components of a
basis of W with respect to the basis 8. Since W = Wl and B/ = B we have
that the rows of GI*! contain the components of a basis of W with respect to B;
however Gl represents also the vectors of a basis of W and it is in row reduced
echelon form; so GI*! = G. Since ged(s,n) = 1 this yields that all entries of Gl
are defined over IF,. In particular, each vector of this basis of G is in the vector
space Uy over IFy, that is it has rank 1. O

The following Lemma rephrases the requirements of Theorem in a more
suitable way for the arguments to follow.

Lemma 3.5. Let n and s be two integers such that ged(s,n) =1 and let C be an
Fn-subspace of dimension k > 1 of L,,,. If dim(CNCE) = k—1 and CNU, = {0},
then there ezists p(x) such that

C = (p(z), p(a)¥, ... pla)t g .

If C contains at least one invertible linearized polynomial, then p(z) is invertible
and C = Gy 5.
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Proof. Note that, since C is an Fjn-subspace and C N U; = {0}, then C N, = {0}.
We argue by induction. We first prove the case k = 2. By hypothesis, C N Cl =
(h(x)) and so h(z)l € Clsl. Since C Ny = {0}, by Lemma [3.3] the polynomials
h(z) and h(z)! are linearly independent over Fgn and C = (h(z)*® D! h(z))p,, =
(p(x), p(2)),., with p(z) = h(z)EC=],

Suppose now that the assert holds true for k—1 and take k > 2. Let V := CNC¥/,
V is an F .-subspace of C of dimension k& — 1 such that V Niy = {0}, hence by
Lemma V # VBl Then, since V and VI are both contained in C, by
Grassmann’s formula

dim(V NVE) =k —2.

So, dimV =k — 1, V. NU; = {0} and dim(V N VE) = k — 2. By induction, there
is h(z) € V such that

V = (h(z), h(x)¥, .. h(z)EEDNy,

q

Also,
h(x)lE=bl ¢ yist=Dl — clsn=Diq ¢ ¢,

If it were h(z)E~D € V| then V = V¥ which has already been excluded. So,
C = (p(x), p(x)*, ..., p(x)*+ Mg

where p(z) = h(z)BsC=],

Suppose now there is 2o € F;. such that p(zo) = 0. Then, ayp(zo) + -+ +
app(20)E*~V = 0 for any choice of a; € Fyn, @ = 1,..., k. In particular, if C
contains at least one invertible linearized polynomial, then p(z) must also be
invertible. In such a case

Cop () = (w, 2, 2l0=Dyg

so C is equivalent to Gy, ;. [l

We now focus on the case dim(C NCE) =k — 2.
« If dimC = 2 we just have C = (p(z), q(2))r,. with q(z) ¢ (p(z))p,. and
p(@) & {a(2)*)e,n-

« Suppose dimC = 3, dim(CNCk) = 1 and CNU; = {0}. As before, write
V :=CnNCk. Since V and VI are contained in C*!, by Grassmann’s formula,

0 < dim(V NV <1.

So, either V = VI or dim(V N V) = 0. The former case is ruled out by
Lemma So dim(V N V) =0 and V = (h(z)),.. It follows that

C = (pla), p(2)")z,0 ® (a(2))5,0,
with p(z) = h(x)sC=DI,
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« Suppose that dimC = 4, dim(C N C¥) = 2 and CNU; = {0}. Write
V :=CNCkL. Clearly, since V # VI,

0 <dim(V vk <.

Suppose dim(VNV!) = 1. Then, the subspace V fulfills all of the assumptions
of Lemma [3.5], so there is h(z) € V such that

V = (h(z), h(2)")z,.

and h(z)BE=Y € C\ V, since, otherwise, V = V. So,
C = (p(x),p(x)*, p(x)*)e . ® ((2)), .,

with p(z) = h(z)E-,

Suppose now that dim(V N VE) = 0; then ¢ = V @ VOV If V =
(h(z), 9(z))e, then V-] = (h(a)sn-], g(a)sr-l),. . and so

C = (p(x), p(x)*Ng,. ® (q(x), q())s, .,
with p(z) = h(z)E"D] and ¢(z) = g(z)BsC—I,
More generally, we can prove the following result.

Theorem 3.6. Let n and s be two integers such that ged(s,n) = 1 and let C be an
Fyn-subspace of dimension k > 2 of L,, 4. Let V :=C Nncll. Suppose dimV =k —2
and C NU; = {0}, then C has one of the following forms

1. if dim(V N V) =k — 3, then there exist p(z) and q(z) in C such that
C= <p($>,p($)[s}, s ap(x>[8(k_2)}>ﬂ7qn S5 <q(x)>Fqn7
2. if dim(V N VE) =k — 4, then there exist p(x) and q(x) in C such that

C = (p(x),p(x)*, ..., p(a)* e . @ (g(2), (@), . ()P0

where
(i) = (£, %) if k is even
'/ (EL B ifk s odd,

Proof. We have already proved the assert for £ < 4. Assume by induction that the
assert holds for each ¢t < k with k& > 4. Since V and V¥ are contained in C¥, it
follows that

dim(V N VE) >k — 4,
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that is dim(V N VE) € {k — 4,k — 3}, since V # VB If dim(V N VE) = k — 3,
then, by Lemma [3.5] there exists h(z) € V such that

V = (h(z), h(x)¥, .. h(z)EE,

q

Since h(z)=V € C\ V (otherwise V = V) we get
C = (p(x),p()¥, ..., p()* e @ (g(2))r,0,

where p(x) = h(z)E=Y1 If dim(V N V) = k& — 4, since V has dimension k — 2
and V NU; = {0}, by induction there exist h(z) and g(z) such that

Vo= (h(z), ..., h(@)* e @ (g(x), ., g(2)* g

q

with
(52 522) if | is even
(52 52L) if ks odd.

2
Since V, V=D c C and dimV NVE =k — 4 we get C =V + Vi1l So,
C = <h($)[5(n*1)}, h(l‘), . h(x)[S(lfl)}thn e <g($)[s(nfl)]’g(l,)7 o ’g(x)[s(mfl)]%F

If we now put p(x) = h(z)F D and ¢(z) = g(x)*V] then we get the assert. [
Examples of k-dimensional MRD-codes C with dim(C N CF) = k — 2 and
dim(V NVE) =k — 3, where V = CNCl, are the generalized twisted Gabidulin

codes; see Remark . An example where dim V N VI = k& — 4 is given by the
code Dy (see Table [2)), which can be written as

Dy = (—z+ 22 gl 4 $[3]>Fqs ® <_5I[1] + 2B —52P 4 x[4}>]Fq6.

Lemma 3.7. Let C C L, , be an Fn-linear RM-code with dimension k containing
a MRD-code G equivalent to a generalized Gabidulin code G s of dimension | < k,
then there exists a permutation linearized polynomial p(x) and (k — 1) linearized
polynomials q1(x), . .., qe—i(x) such that

C= <Q1('r)7 s ,qk,l<$),p<ﬂf),p<l'>[8], s p(x)[S(lil)b (1)
We call the polynomials ¢;(z) of Lemma polynomials of extra type.

Proof. By Lemma there exists a permutation linearized polynomial p(z) such
that

G = (p(),p()", ..., p(a)Dg

and p(z),..,p(z)* D] are linearly independent. Now, we can extend the list of
polynomials {p(z), p(z)!¥, ..., p(x)E¢=DI} to a basis of C with suitable polynomials
g; as to get the form (T]). O

13



Lemma 3.8. IfC C L, 4 is an Fyn-linear MRD-code of dimension k containing
a code G equivalent to Gy_1, i.e. G = (p(x),p(x) ... ,p(x)[s(k*2)1>pqn with p(z)
an invertible linearized polynomial, and for which there exists an extra polynomial
g(x) in (p(x)), p(a)e =g with g(a) = p(e)= + np(2)tEDE and Non g (n) #
(—=1)*" then C is equivalent to Hy¢(n').

Proof. By the previous lemma and by hypothesis,

C= <g($),p(£),p($)[s], s ’p(x)[s(k—Q)]>qu

with p(x) permutation linearized polynomial and g(z) = p(z)=* + np(z)EE-1I,

Since C and C¥! are equivalent, we can suppose that

C = (g(x),p()", ... p(x)F g,
with g(z) = p(z) + nIp(z)H. So,

C = (abl, . gl g plel gk e o p(a).

q

Since C is a MRD-code, then C o p~*(z) = (zl*, ... als®=Dl g 4 plilzlk)e s also
a MRD-code equivalent to H ,(nl). O

Theorem prompts the following characterization of generalized twisted
Gabidulin codes.

Theorem 3.9. Let C be an Fyn-linear MRD-code of dimension k > 2 contained
in L, . Then, the code C is equivalent to a generalized twisted Gabidulin code if
and only if there exists an integer s such that ged(s,n) = 1 and the following two
conditions hold

1. dim(CNCHY = k -2 and dim(C NCE N CP) = k — 3, i.e. there eist
p(x),q(x) € C such that

C — <p($)[s],p(l')[281, o ’p(x)[S(k—l)]>Fqn D <q(l‘)>1pqn;

2. p(x) is invertible and there exists 1 € i with N gn/q(n) # (=1)*" such that
p(x) +p(z)tH € C.
Proof. The proof follows directly from Theorem [3.6]and Lemma [3.8| O

As a consequence we get the following.

Theorem 3.10. Let C be an Fyn-linear RM-code of dimension k > 2 of L,, ,, with
CNU, ={0}. If there exists an integer s such that ged(s,n) =1 and

14



1. dim(CNCE) = k —2 and dim(CNCE NCP)) = k — 3, d.e. there exist
p(x),q(x) € C such that

C = (p(@)l, p(x), ... p(2)EE g & (q(2)), 0

2. p(x) is invertible and there exists 1 € Fi. such that p(z) + np(x)** € C and
N gn/q(n) # (=1)F,

then C is a MRD-code equivalent to Hy, s(n).

Note that if such invertible linearized polynomial p(z) exists, then C N CI N
o ACEED] — ()Y

4 Distinguishers for RM-codes

A distinguisher is an easy to compute function which allows to identify an object
in a family of (apparently) similar ones. Existence of distinguishers is of particular
interest for cryptographic applications, as it makes possible to identify a candidate
encryption from a random text.

As seen in the previous section, it has been shown in [18] that an MRD-code C
of parameters [n, k] is equivalent to a generalized Gabidulin code if, and only if,
there exists a positive integer s such that ged(s,n) = 1 and dim(C N CE) = k — 1.
Following the approach of [1§], we define for any RM-code C the number

h(C) := max{dim(CNCW): j=1,....,n—1;gcd(j,n) = 1}.

Theorem [3.1] states that an MRD-code C is equivalent to a generalized Gabidulin
code if and only if A(C) =k — 1.
Also, for any given [Fyn-linear code C, the following proposition is immediate.

Proposition 4.1. For any k-dimensional Fyn-linear code C,
clit — CLM’
for eachi € {0,...,n—1}. So, we have
h(CY) =n — 2k + h(C).

We now define also the Gabidulin indez, ind (C) of a [n, k] RM-code as the
maximum dimension of a subcode G < C contained in C with G equivalent to a
generalized Gabidulin code.

Clearly, 1 <ind (C) < k and ind (C) = k if and only if C is a Gabidulin code.
It can be readily seen that if C and C’ are two equivalent codes, then they have
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the same indexes ind (C) = ind (C’) and h(C) = h(C’). Also, h(C) > ind (C) — 1 for
RM-codes.

We shall now prove that for the known codes the Gabidulin index can be
effectively computed. More in detail, in the next theorem we determine these
indexes for each known Fg.-linear MRD-code. Our result is contained in Table
Also in the table we recall the right idealisers (up to equivalence) for these codes
(see also [38]).

Theorem 4.2. The Gabidulin indezxes ind (C) and the values of h(C) for the known
MRD-codes C of parameters [n, k| are as given in Table @

Code ind h R [n, k] Code [ind [h] R [[n, k]
Gr.s k |k—1| Fp [n, k]

His(n) | k=11 k=2 [ FEY | [n, k]

C, I [ 0 | Fs |[62 D | 2 2| Fp | [6.4]
C, I [ 0 | Fz |62 D, | 2 |2|Fpz| 6.4
Cs 5 | 1 | F,. |73 Ds | 3 2| Fp | [7.4]
C, T [ 0 | Fpu |82 Dy | 3 |4|Fu|[3.0
Cs 2 | 1 | Fp |[33) Ds | 4 |3 |Fp] 85

Table 3: Known linear MRD-codes and their Gabidulin index

Proof. Clearly, the Gabidulin index of a generalized Gabidulin code is k; any
twisted generalized Gabidulin code of dimension &k contains a generalized Gabidulin
code of dimension k — 1; so, its index is k — 1.

We now consider the case of the codes Cy,Cs, Cs, Cy, Cs, D3 and Ds. By construc-
tion, it is immediate to see that they all contain a generalized Gabidulin code of
codimension 1; so, they also have Gabidulin index k£ — 1, where k is the dimension
of the code. Also for all of them k —2 < h(C) <k —1,s0 h(C) =k — 2.

The cases of the dual codes D; with i = 1,2, 4 must be studied in more detail.
First we prove that the codes Dy, Dy and D, do not contain any code equivalent
to Gi_1s, for any s, i.e. that their Gabidulin index is less than £ — 1 and then
determine the exact value.

The code D,
By Table [2] we have that
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Suppose that there is a code D contained in D; equivalent to a generalized Gabidulin
code of dimension 3, i.e. either D ~ Gs,1 or D ~ Gs5. Since Gs1 and G35 are
equivalent, then D is equivalent to Gs;. By Theorem h(D) = 2; on the other
hand, since D; is not equivalent to a Gabidulin code it must be h(D) < 3. So,

DN Pl —Dn 7—)[1} and hence D N DF] =DnN 5[5]. From these equalities we get

DND " = (& 2l — 5x[4}>Fq6

and P
DI ND = (zl 2 — (5[5}52[3})]17(16.

Since dim D = 3 we obtain

D = (all, 22 311 — gty | = (10 412, 310y
The code D is not MRD, since it contains the polynomial Y — z[¥ which has
kernel of dimension 3, in particular it cannot be equivalent to Gs ;. It follows that
ind (D;) = 2 since (!, x[2]>]Fq6 ~ Goy.

The code D,
By Table [2| the code D, is

D, = (2t 2l & — o 21— 5y,

with ¢ odd, 6 +6 = 1 and ¢ = 0, %1 (mod 5), hence § € F,. Suppose ind (Dy) = 3,
as before D, contains a code D equivalent to Gs ;. Arguing as the previous case,
we get

To show that D is not equivalent to any Gs , we compute its right idealiser R(D).
5

Write ¢(x) = Zaixm € R(D); then 21 o p(z), 2P o p(x) € D, so p(x) = nz, for
i=0

some 7 € Fyo. Furthermore, (2 — @) o p(x) € D; son =n? and n € Fpe. So,

we get R(D) >~ Fpz. If D were to be equivalent to Gy, by Proposition and

by [25, Corollary 5.2], it would follow that R(D) is equivalent to R(Gs1) ~ F,

which is not possible. Suppose now D, to contain a code D equivalent to Gs ;.

Then by Theorem and by Lemma we easily get D = (f(z), f(x)[”)]yqﬁ
with f(x) an invertible linearized polynomial. Also, D N D = (f(x)y c Dy
DY = (gl 4 2B 24— dx)s o, so f(x)V = a(—al + 2P) + b2l — 6219),
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since f(x) is invertible we may assume b = 1. In particular, Dy contains a code
equivalent to Gy if and only if there exists a € Fjs such that f (z)M is invertible.
Let D;n be the Dickson matrix associated to the polynomial f (3:)[1] considered
above. Then, for a = 1 we have det D = 16(2 — 30) # 0. So, D, contains
(—x — dzl) + 2l 4 2B [ 4 gB) gl 5x[2]>]pq6 ~ G, and, consequently,
ind (Dg) = 2.

The code D,
The code D, is

Dy = (2l 2 2B 2B 406 5 _ 50y,
q

with ¢ odd and 6> = —1. Suppose that D, contains a code D equivalent to a
generalized Gabidulin code of dimension 5. Since G51 ~ G5 7 and G5 3 =~ G5 5, we
get that either D ~ G5, or D ~ Gs3. By Lemma [3.5] dim(D N Z_D[S]) = 4, with
either s = 1 or s = 3, and, since Dy is not equivalent to any generalized Gabidulin
code, dim(D; N DY) < 5,50 D, N D =D DY, First assume that D ~ Gs1. It
is easy to see that

505[1] _ <$[z]’x[3]’x[6}’x[1} _ 5[1]x[5]>F48,

Since the dimension of D is 5 and z!'l € D\ (D N 5[”), it follows that

D = (o, 2,2, 210, 3] — §lIgBly, | — (0] o) ] 1 400y
The Delsarte dual of D is .
D = <357 $[4]7 I[7]>Fq87

which is not MRD, since of z — z[¥ has kernel of dimension 4. By Lemma ,
neither D is an MRD-code, a contradiction. Now, assume D ~ G5 3. As before,

DD = (zl) B 26 3 — 5al)g

78

and
P AP — (216, 22 28] 2B 5[5]x[1]>Fq8.

So,

D — (oll) 216 32 48 gl _ Sl i) g g8 el ey

Again we get a contradiction since D is not an MRD-code.
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Suppose now that Dy contains a code D equivalent to Ga1. By Theorem and
by Lemma , D = <p(a7),p(a:)[1],p(x)m,p(x)[?’]}Fqs for some invertible linearized
polynomial p(z) € Dy. Clearly, (p(@)Y, p(@)?, p(@)¥), (a2, 25, 218 111 -
5[1]x[5]>1pq8 =DyN DE} and so there exist a,b,c,d € Fgs such that

p(x)M = azl? + b2l 4 cal® 4 d(al — s B,

Since these are all elements of Dy, we get a = b = ¢ = d = 0, i.e. Dy

cannot contain a code equivalent to Gy ;. Finally, suppose that D is equivalent
to Gys. By Theorem [3.1] and by Lemma B8, D = (p(x), p(x)?, p(x) ), p(z) V).,

q
for some invertible linearized polynomial p(x) € D, and arguing as before we get
a contradiction, i.e. Dy cannot contain a code equivalent to G43. So, Dy cannot
contain a code equivalent to a generalized Gabidulin code of dimension 4 and so

ind (Dy) < 4. Since <x[1],$[2],33[3]>wq8 ~ G 1, it follows ind (D) = 3. u

Thus Theorem [3.6| provides the following structure result on k-dimensional
[F n-linear RM-codes with h(C) = k — 2.

Theorem 4.3. Let C be a k-dimensional Fn-linear RM-code of L,, , having h(C) =
k—2, with k > 2. Denote by s an integer such that gcd(s,n) = 1 and dim(CNCH)) =
k—2. Let V :=CnNCH and suppose that C NU; = {0}, then C has one of the
following forms

1. if dim(V N V) =k — 3, then there exist p(z) and q(x) in C such that
C = (p(x),p@)", ..., p(e)P e @ (g(2))r,0;
2. if dim(V N V) = k — 4, then there exist p(x) and q(z) in C such that

C = (p(x), p(x)™, ..., p(x)* Mg @ (g(x), q(2)F,. .., q(2)E0 Dy

where
(i) = (5,5 if k is even
’ (554, 5L ifk s odd.

In particular, C is equivalent to Hy s(n), for some n € Fyn, if and only if dim(V N
VIsl) = k=3, p(x) is invertible and there exists n € Fyn such that p(z)+np(z)K € C
and N gn/q(n) # (=1)*".
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Remark 4.4. Note that, in the hypothesis of Theorem if one of the polynomials
p(x) or ¢(x) is invertible, then either ind (C) = dimC — 1 or ind (C) > dim . This
holds for the known MRD-codes listed in the Tables [I] and [2} it is currently an
open question whether an [ n-linear MRD-code C having h(C) = dimC — 2 and
ind (C) < 42€ might exist or not. We also remark that the known MRD-codes
presented in the Tables (1| and [2| which are not equivalent to a generalized Gabidulin
code, have h(C) = dimC — 2.

Suppose a code C has generator matrix in standard form [/;|X]. Using the
arguments of [28, Lemma 19] it can be seen that dim(CNCF) > dim C —i with i > 0
if and only if 7k(X — X)) < i, and this condition can be expressed by imposing
that all minors of X — X of rank j > i have determinant 0. In particular, the set
of all codes with h(C) > dim(C) — i is contained in the union of a finite number of
closed Zariski sets. So, for a generic MRD-code we have h(C) € max{0,2k — n}.
We leave as an open problem to determine some families of MRD-codes with
h(C) < dim(C) — 2 and, more in detail, to determine the possible spectrum of the
values of h(C) might attain as C varies among all MRD-codes over a given field.
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