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Abstract
Integrated sensing and communication (ISAC) strategies are
key components of next-generation wireless networks, in-
cluding Wi-Fi systems, enabling new services and supporting
network management operations. The main idea behind this
integration is that the channel state information (CSI), which
is continuously estimated for communication purposes, can
be leveraged for environmental sensing, especially with the
aid of artificial intelligence (AI) algorithms. However, this
capability comes with privacy concerns, as passive eaves-
droppers, even when using commercial off-the-shelf (COTS)
devices, can estimate the CSI and potentially infer sensitive
information. In this paper, we propose a new technique to
mitigate this risk, leveraging the potentialities of multiple-
input multiple-output (MIMO) systems. We design an ob-
fuscation and de-obfuscation system that conceals the real
CSI from eavesdroppers, while enabling trusted devices to
reverse the distortion and perform sensing normally. We
implemented a prototype of our system through software-
defined radios (SDRs) and evaluated the effectiveness of our
proposed approach considering a device-free localization
task. The results show that the obfuscation makes it unfeasi-
ble to perform sensing at unauthorized devices (the accuracy
drops to about 20%) while the de-obfuscation at legitimate
devices allows reaching almost 100% in sensing accuracy.
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1 Introduction
In recent years, the integrated sensing and communications
(ISAC) paradigm has gained momentum, and it is expected
to play a key role in next-generation wireless systems for
improving network functionalities and offer new services to
the users [8]. This approach enables simultaneous communi-
cation and sensing, allowing inference of dynamic environ-
mental changes without additional sensors. Current state-of-
the-art solutions are promising, enabling applications such
as intrusion detection, activity and gesture recognition, vital
signs monitoring, indoor localization, and tracking [8, 7].

The channel state information (CSI) is the key enabler
for this dual functionality. In orthogonal frequency-division
multiplexing (OFDM)-based networks, such as Wi-Fi, it rep-
resents the channel frequency response (CFR) between the
transmitter and the receiver devices over all the operational
sub-carriers. This information is continuously estimated at
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the receiver side thanks to known predefined symbols, called
long training symbols (LTSs), included in the preamble of
every transmitted frame. The CSI is traditionally used to
equalize the signals at the receiver and properly decode the
data. However, since the CFR depends on the environment,
it is possible to infer information about the surroundings
from the CSI itself, in most cases using machine learning
(ML) models to learn the underlying patterns [11].

This raises a serious privacy concern: Current wireless
communication standards allow any receiver to estimate the
CSI. This means even a free-riding attacker can collect CSI
data and train models to perform sensing [9], and this can be
done using commercial off-the-shelf (COTS) devices [6]. As
an example of privacy violation, imagine someone is at home
with a nearby unauthorized party sniffing the Wi-Fi packets
that in-home devices are exchanging. By extracting the CSI,
the latter could extrapolate sensitive information about the
former without them even knowing. What makes this threat
even more dangerous is that it is completely passive [9].

A promising defense against passive attacks in single-
input single-output (SISO) systems is transmitter-side obfus-
cation [2]. The strategy here is to introduce pre-distortions
to the signals before their transmission. These distortions
can be induced by applying an artificial channel response
or by multiplying the modulated Wi-Fi subcarriers by time-
varying weights in the frequency domain. When the distor-
tions are applied consistently across an entire frame, the
receiver can still decode the data; however, the CSI appears
to vary randomly over time, making it difficult for an attacker
to distinguish between environmental and artificially-crafted
changes. This approach is especially appealing for ISAC sys-
tems, as a legitimate receiver, knowing the distortion pattern,
can recover the real CSI and preserve sensing capabilities [1].

This approach can be further enhanced by considering the
multi-antenna transmissions characterizing multiple-input
multiple-output (MIMO) systems. In these scenarios, the CSI
observed at each receiving antenna results from the linear
combination of the CFRs of all transmitting antennas. By
dynamically changing the precoding weights over time, the
resulting CSI becomes highly variable, increasing the efforts
required by a hypothetical attacker to perform sensing. This
idea has been shown to be effective in [10] and [3]. Nonethe-
less, both works have limitations: [10] breaks communication
compatibility with other Wi-Fi devices, whereas [3] hinders
sensing for both legitimate receivers and attackers, making
the solution unsuitable for ISAC systems.

In this work, we build upon the foundation established
in [3] and extend it to enable secure and selective sensing.
Specifically, we propose a system that:

(1) employs time-varying beamforming precoding weights
to introduce controlled virtual distortions into the CSI,

effectively obfuscating it from eavesdroppers and pre-
venting unauthorized access to sensitive information;

(2) allows legitimate receivers with knowledge of the dis-
tortion pattern to recover the real CFR, i.e., de-obfuscate
the CSI, and perform sensing tasks;

(3) is designed for seamless integration into future Wi-Fi
standards.

The proposed method is validated through experimental
analysis in a device-free localization scenario (see Sect. 5.3).
The goal is to protect user privacy by concealing their posi-
tion from an eavesdropper, while still allowing authorized
devices to localize the user accurately.

2 Related Work
In recent years, there has been a growing interest in CSI-
based sensing solutions [8]. However, awareness of threats
targeting the physical layer remains limited.

One of the first countermeasures has been proposed in [12],
where the authors introduce a system that uses a relay node
to generate time-varying multipath components, thereby
disrupting sensing capabilities. A more advanced solution
is [13], where a reflective intelligent surface (RIS) introduces
time-varying reflections to hide the presence of a person
within a room. While these techniques can theoretically pre-
vent both passive and active attacks, i.e., scenarios where the
attacker actively transmits and thus controls data collection,
they require additional hardware, such as one reflective node
or a RIS, increasing the complexity of the system.

A simpler and more affordable alternative for SISO systems
is transmitter-side obfuscation [1, 2], and a natural extension
to MIMO systems is BeamDancer [3], which protects the CSI
from eavesdropping by using multi-antenna transmission
and continuously changing beamforming vectors. Remark-
ably, it can run on COTS devices without modifying the
Wi-Fi protocol. Another relevant system is mimoCrypt [10],
which prevents unauthorized hand gesture recognition us-
ing multi-antenna transmissions. Though similar, it differs
significantly from both BeamDancer and our method. In
mimoCrypt, the authors use beamforming to encrypt (ob-
fuscate) the LTS only instead of all symbols. This design
limits compatibility with legacy systems, as the estimated
CSI does not allow for correct equalization. To overcome this,
the authors assume that legitimate receivers know the beam-
forming weights used for the LTS in each transmission and
can decrypt (de-obfuscate) the CSI, thus decoding the data.
In practice, this approach would require significant changes
to the standard, which limits its deployability. In contrast,
our approach preserves communication compatibility and,
as detailed in Sect. 4.3, requires a few additional header fields
solely for legitimate sensing. As a result, it maintains low
complexity and deployment costs.
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Figure 1: Diagram of the MIMO system showing links
to the authorized and unauthorized receivers.

Moreover, mimoCrypt tries to recover the CFR from the
encrypted LTSs using a method similar to what is called here
de-obfuscation. While the authors acknowledge that precod-
ing impacts the quality of the recovered CSI, their approach
employs a brute-force optimization to generate precoding
weights that compensate for residual distortion. In contrast,
an analytical framework for generating precoding weights
is presented in this work (Sect. 4.2), along with a dedicated
algorithm providing an optimal solution to estimate the real
CSI from obfuscated measurements (Sect. 4.4).

3 System Model
We consider the MIMO communication scheme shown in
Fig. 1 and focus on the channel between the transmitter and
the legitimate receiver. The following reasoning naturally
extends to the attacker channel.

Let 𝑀 and 𝑁 denote the number of receiving and trans-
mitting antennas, respectively. We define 𝒙 (𝑓 , 𝑡) ∈ C𝑁 and
𝒚(𝑓 , 𝑡) ∈ C𝑀 as the transmitted and received signal vectors
at subcarrier 𝑓 and time 𝑡 , and 𝑯 (𝑓 , 𝑡) ∈ C𝑀×𝑁 as the chan-
nel matrix. The MIMO system can then be modeled in the
frequency domain as

𝒚(𝑓 , 𝑡) = 𝑯 (𝑓 , 𝑡) 𝒙 (𝑓 , 𝑡) + 𝒆(𝑓 , 𝑡), (1)
where 𝒆(𝑓 , 𝑡) ∈ C𝑀 represents additive noise.

3.1 Beamforming
Beamforming is a technique that improves performance in
multi-antenna systems by directing the signal energy toward
a specific receiver. This is especially useful in environments
where transmitted signals reflect off walls and objects, creat-
ing multiple propagation paths. These multipath components
may interfere constructively or destructively at the receiver,
affecting the overall signal quality. To address this, beam-
forming leverages knowledge of the MIMO channel to adjust
the phase and amplitude of the signals transmitted from
each antenna, ensuring they combine constructively at the
intended receiver. This improves the received signal-to-noise
ratio (SNR) and reduces interference.

Let 𝑠 (𝑓 , 𝑡) be the complex symbol to transmit on subcarrier
𝑓 at time 𝑡 , which may represent either data or known pilots
like the LTSs. Instead of sending it identically from each
antenna, the transmitter applies a complex-valued precoding
vector𝒘 (𝑓 , 𝑡) ∈ C𝑁 , forming the transmit signal:

𝒙 (𝑓 , 𝑡) = 𝒘 (𝑓 , 𝑡) 𝑠 (𝑓 , 𝑡). (2)

From Eq. (1), the received signal is:

𝒚(𝑓 , 𝑡) = 𝑯 (𝑓 , 𝑡)𝒘 (𝑓 , 𝑡) 𝑠 (𝑓 , 𝑡), (3)

where noise is omitted for clarity.
At the receiver, channel estimation proceeds as defined

by the standard using the LTSs. Note that the effective chan-
nel estimated for decoding is the beamformed channel, i.e.,
the product 𝑯 (𝑓 , 𝑡)𝒘 (𝑓 , 𝑡). This estimate allows a proper
combination of the signals collected at the different receiver
antennas to reconstruct the transmitted symbol.

Although beamforming can also support more advanced
use cases, such as serving multiple users in multi-user MIMO
(MU-MIMO) (spatial multiplexing), this work focuses on
the simpler single-user, single-stream case, which already
captures the essential behavior for the proposed system.

4 Bridging Privacy and Sensing
The CSI can be obtained by any Wi-Fi-enabled device in the
surroundings of the transmitter as the LTSs are defined in the
standard and, in turn, universally known. Having this infor-
mation, any device can execute sensing algorithms and gain
knowledge about the environment. Notably, as discussed
in Sect. 3.1, beamforming can induce changes in the CSI
extracted by the receiver, thus possibly preventing sensing.
However, conventional beamforming, which aims to improve
the received SNR, does not bring adequate obfuscation. In-
deed, the optimal precoding for beamforming—obtained from
the singular value decomposition (SVD) of 𝑯 [4]—still yields
𝑯 (𝑓 , 𝑡)𝒘 (𝑓 , 𝑡) as a fingerprint of the environment, allowing
an attacker to perform sensing. To address this limitation,
we propose a beamforming-based technique that differs from
the standard approach by introducing temporal randomness
into the precoding vectors. This ensures that 𝑯 (𝑓 , 𝑡)𝒘 (𝑓 , 𝑡)
no longer serves as a stable environmental fingerprint.

Next, we present our obfuscation strategy together with
the de-obfuscation to be applied at the legitimate receiver to
perform sensing while maintaining adequate communication
performance.

4.1 Obfuscation
The obfuscation objective is to make an attacker, unaware
of the precoding weights used during transmission, unable
to distinguish whether variations in the CSI are caused by
the environment or by the precoding itself. To do this, our
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intuition is that introducing temporal randomness in the pre-
coding vectors makes it harder for the attacker to extract
meaningful information from the CSI without knowledge
of the precoding weights, even if it collects many measure-
ments and has considerable computational power. However,
changes in the channel caused by user movement occur rel-
atively slowly. If the masking distortions vary much faster,
attackers can simply average the CSI over time to remove
these rapid variations, filtering them out and recovering the
underlying channel information. Moreover, previous studies
on transmitter-side obfuscation in SISO systems show that
these techniques can negatively impact communication per-
formance [2]. Strong virtual distortions act similarly to poor
physical channels, often reducing the packet delivery ratio
(PDR). In the MIMO case, this issue becomes even more crit-
ical: not only strong distortions may degrade performance,
but an unlucky choice of the precoding vector can also lead
to destructive interference between the transmitted signals,
further lowering the SNR. Finally, to be effective, obfuscation
should be applied consistently across all transmissions, from
beacons to data frames, or an attacker can obtain sensing
information on the not-beamformed parts of the frame.

Naturally, using beamforming for obfuscation is not al-
ways feasible. For instance, a single-antenna device cannot
apply beamforming, making this approach impractical in
such cases. However, we believe that beamforming-based
obfuscation is a promising strategy that can be integrated
into future Wi-Fi standards as part of a broader set of tech-
nologies aimed at enhancing physical-layer privacy.

Attack feasibility. Let us now consider the system from the
attacker’s perspective. Assume that the attacker is equipped
with 𝑀̃ receiving antennas and observes𝑇 transmissions of a
known LTS symbol 𝑠 (𝑓 , 𝑡), each time crafted with a different
precoding. Furthermore, let us also assume that the surround-
ing environment is static over these 𝑇 transmissions, and
𝑯̃ (𝑓 , 𝑡) = 𝑯̃ (𝑓 ),∀ 𝑡 = 1, . . . ,𝑇 . The received signals, pre-
coding vectors, and noise terms can be packed into matrices
𝒀̃ (𝑓 ) =

[
𝒚̃(𝑓 , 1), . . . , 𝒚̃(𝑓 ,𝑇 )

]
,𝑾 (𝑓 ) =

[
𝒘 (𝑓 , 1), . . . ,𝒘 (𝑓 ,𝑇 )

]
,

and 𝑬̃ (𝑓 ) =
[
𝒆̃(𝑓 , 1), . . . , 𝒆̃(𝑓 ,𝑇 )

]
. This yields the attacker’s

received signal to be formulated in the frequency domain as

𝒀̃ (𝑓 ) = 𝑯̃ (𝑓 )𝑾 (𝑓 ) 𝑠 (𝑓 ) + 𝑬̃ (𝑓 ), (4)

with 𝑠 (𝑓 , 𝑡) = 𝑠 (𝑓 ) the known LTS.
To recover the channel, the attacker must solve a non-

linear system where both 𝑯̃ and 𝑾 are unknowns, for each
subcarrier 𝑓 . The condition on the number of antennas 𝑀̃ and
the number of observed transmissions 𝑇 to find a solution is

𝑀̃ ·𝑇 ≥ 𝑀̃ · 𝑁 + 𝑁 ·𝑇 . (5)

Rearranging, this yields the condition

𝑀̃ ≥ 𝑇 · 𝑁
𝑇 − 𝑁 , with 𝑇 > 𝑁 . (6)

This shows that the attacker must (1) have more receiving
antennas than the number of transmit antennas (i.e., 𝑀̃ > 𝑁 ),
and (2) observe a sufficient number of transmissions to re-
trieve a solution (𝑇 = 𝑁 for 𝑀̃ →∞).

Even when this condition is satisfied, the attacker faces a
nonlinear inverse problem with a high number of unknowns.
Solving it would require complex optimization techniques,
potentially large computational resources, and may still fail
due to the ambiguity between channel effects and the hidden
precoding. In practice, this makes it highly challenging for
an attacker to recover meaningful CSI and perform unautho-
rized sensing without knowledge of the precoding vectors.

4.2 De-obfuscation
For the legitimate receiver, we can adapt the system from Eq. (4),
but considering the legitimate channel 𝑯 (𝑓 ) as

𝒀 (𝑓 ) = 𝑯 (𝑓 )𝑾 (𝑓 ) 𝑠 (𝑓 ) + 𝑬 (𝑓 ). (7)
As𝑾 (𝑓 ) is known to the legitimate receiver, and is a square1

and invertible matrix, i.e., 𝑇 = 𝑁 frames are transmitted
using 𝑁 linearly independent precoding vectors, the channel
can be estimated by

𝑯̂ (𝑓 ) = 𝒀 (𝑓 ) [𝑾 (𝑓 ) 𝑠 (𝑓 )]−1 . (8)
Unfortunately, this closed-form solution is highly sensitive
to noise, particularly when 𝑾 (𝑓 ) is ill-conditioned. In such
cases, the inversion step amplifies the noise component,
yielding larger estimation errors:

𝑯̂ (𝑓 ) − 𝑯 (𝑓 ) = 𝑬 (𝑓 ) [𝑾 (𝑓 ) 𝑠 (𝑓 )]−1. (9)
This amplification is measured by the condition number of
𝑾 (𝑓 ), which is the ratio between the largest and the smallest
singular values [5]. Therefore, to ensure robust de-obfuscation
and minimize noise amplification, the precoding vectors
should be chosen so that𝑾 (𝑓 ) is well-conditioned, ideally by
maintaining near-orthogonality (which implies singular val-
ues with unitary modulus). This final observation highlights
the importance of carefully designing the obfuscation pat-
tern to find a trade-off between three aspects: (1) obscuring
the CSI from attackers, (2) guaranteeing reliable communi-
cation performance, and (3) maintaining high quality of the
reconstructed CSI for authorized sensing.

4.3 Towards a practical protocol
The following approach is based on generating a sequence
of precoding matrices 𝑾 (𝑓 , 𝑞), where the index 𝑞 uniquely
identifies each matrix in the sequence. Transmissions are
1When 𝑾 (𝑓 ) is not square, the pseudoinverse would be required instead.
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organized in cycles, with each cycle consisting of one frame
transmitted for each column of 𝑾 (𝑓 , 𝑞).

The overall protocol proceeds in the following 4 phases:
Phase 1 TX–RX association. Nodes agree, through secured

cryptographic exchange, on a shared random seed
for pseudo-random number generators. Set 𝑞 ← 1.

Phase 2 Precoding generation.Using the shared seed, nodes
generate the precoding matrices 𝑾 (𝑓 , 𝑞).

Phase 3 Transmission. For the current index 𝑞, multiple
cycles occur until Phase 4 is triggered.

Phase 4 Precoding update.After a period 𝜏 , increment𝑞 ←
𝑞 + 1 and return to Phase 2.

Assuming the channel remains static during a cycle (i.e.,
transmissions are faster than channel variations), the sched-
uling in Phase 3 allows the receiver to estimate the full chan-
nel matrix 𝑯 (𝑓 ) in a single cycle.

As detailed, to perform de-obfuscation successfully, the
receiver must know the precoding matrix 𝑾 (𝑓 , 𝑞) used dur-
ing each cycle. For this, we propose embedding special fields
within the headers of Wi-Fi frames to indicate the current
cycle and the precoding vector, i.e., which column of𝑾 (𝑓 , 𝑞)
was applied. Embedding this information is crucial because
frame drops can otherwise disrupt the de-obfuscation pro-
cess. In addition, by securing these bits, we further compli-
cate the attacker’s efforts to gather side information that
could simplify the attack. We stress that 𝑾 (𝑓 , 𝑞) is known at
the receiver thanks to the agreement on the seed in Phase 1.

Finally, while an attacker might attempt to extract the
CSI during the association phase, the protocol is designed to
protect physical-layer information at any stage. Specifically,
if beamformed signals are transmitted during the association
process before a secure link is established, an attacker would
be unable to estimate the channel. Crucially, legitimate re-
ceivers do not need knowledge of the precoding matrix to
decode the transmitted data, allowing the CSI to remain pro-
tected from the outset. Accurate channel estimation can be
performed later, once the association is complete.

4.4 Precoding Matrix Design
Based on the obfuscation and de-obfuscation requirements
described above, we design the precoding matrix as

𝑾 (𝑓 , 𝑞) = 𝑨(𝑓 , 𝑞) 𝑬 (𝑓 , 𝑞) 𝑮 (𝑓 , 𝑞), (10)
where 𝑨(𝑓 , 𝑞) = diag (𝑎1 (𝑓 , 𝑞), . . . , 𝑎𝑁 (𝑓 , 𝑞)) is a real ma-
trix encoding the amplitude scaling per antenna stream;
𝑬 (𝑓 , 𝑞) = diag

(
𝑒 𝑗𝜑1 (𝑓 ,𝑞) , . . . , 𝑒 𝑗𝜑𝑁 (𝑓 ,𝑞) ) is a unitary matrix

applying per-stream phase rotations; and 𝑮 (𝑓 , 𝑞) is a real
orthogonal matrix constructed as a sequence of Givens ro-
tations in an 𝑁 -dimensional space. A Givens rotation is a
transformation that performs a rotation in the 2D plane
spanned by two coordinate axes, leaving all other coordi-
nates unchanged [5]. To construct 𝑮 (𝑓 , 𝑞), we first apply

a rotation in the (1, 2) plane by an angle 𝜃1 (𝑓 , 𝑞), then in
the (2, 3) plane by 𝜃2 (𝑓 , 𝑞), and so on till (𝑁 − 1, 𝑁 ), finally
rotating in the (𝑁, 1) plane to complete the cycle. The matrix
𝑮 (𝑓 , 𝑞) represents the overall linear transformation resulting
from all of these successive Givens rotations. This structured
sequence produces smooth, yet diverse, spatial transforma-
tions across antennas, enhancing the obfuscation effect while
preserving column orthogonality.

For each variable (𝑎,𝜑 , and𝜃 ), we define a two-dimensional
random surface over the time-frequency domain identifying
the range of possible values. This is done by initializing a
grid of i.i.d. Gaussian random values, followed by smoothing
through a two-dimensional Gaussian filter. To avoid bound-
ary artifacts, the random grid is generated with extended
support along the frequency axis (i.e., with more subcarriers
than needed), and the central region is cropped to match the
required dimensions. Let 𝑧 (𝑓 , 𝑞) represent the raw random
grid and 𝑔(𝑓 , 𝑞) denote the Gaussian kernel. The smoothed
surface writes as

𝑧 (𝑓 , 𝑞) = (𝑧 ∗𝑔) (𝑓 , 𝑞), (11)

where ∗ denotes the 2D convolution. Here, 𝑧 (𝑓 , 𝑞) repre-
sents a generic variable surface that can correspond to any
of 𝑎𝑘 (𝑓 , 𝑞), 𝜑𝑘 (𝑓 , 𝑞), or 𝜃𝑘 (𝑓 , 𝑞). At each obfuscation cycle,
for each variable, we extract a frequency slice at index 𝑞
and normalize it to a target interval [𝑧min, 𝑧max], specific to
the type of the variable. The resulting values for 𝑎𝑘 (𝑓 , 𝑞),
𝜑𝑘 (𝑓 , 𝑞), and 𝜃𝑘 (𝑓 , 𝑞) are then used to generate the precod-
ing matrix 𝑾 (𝑓 , 𝑞) following Eq. (10). This process ensures
that the parameters 𝑧 (𝑓 , 𝑞) vary smoothly across frequency
and time, thereby generating orthogonal precoding matrices,
temporally and spectrally smooth, able to inject plausible,
physically consistent distortions into the CSI.

In this initial investigation, as detailed in Sect. 5, we do
not consider variations in the amplitude terms 𝑎𝑘 and in-
stead fix 𝑨(𝑓 , 𝑞) = 𝑰 for all (𝑓 , 𝑞). This choice is done to
evaluate the de-obfuscation process under favorable numeri-
cal conditions, i.e., making 𝑾 (𝑓 , 𝑞) orthogonal for all (𝑓 , 𝑞)
to contain amplification of measurement errors. Moreover,
allowing 𝑨(𝑓 , 𝑞) to vary would change the norm of the pre-
coding vectors, leading to deviations from unity and causing
fluctuations in transmission power. While this variability
could strengthen obfuscation against adversarial inference,
increasing the power may violate regulatory limits and in-
crease energy consumption, whereas reducing it could lower
the SNR, thus lowering estimation accuracy and PDR. Future
work will systematically explore these trade-offs.

5 Experimental Evaluation
To evaluate the proposed approach, we consider a CSI-based
device-free localization task, where the goal is to infer a
person’s position among eight predefined spots using CSI
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Figure 2: Layout of the testbed. The RX device acts as
both the legitimate receiver and the attacker’s one.

data.2 Experiments are conducted using a Wi-Fi 5 (IEEE
802.11ac) network deployed in the advanced networking sys-
tems (ANS) laboratory at the University of Brescia (Fig. 2).3
To isolate the effect of the obfuscation from the devices’
placement, we use the same receiver for both attacker and
legitimate roles.

A convolutional neural network (CNN) is trained to per-
form position classification, and localization accuracy is used
as the performance metric. To preserve user privacy, we
adopt the transmission scheme described in Sect. 4.3. We
assume TX and RX successfully exchange seeds during asso-
ciation to generate the precoding matrices for sensing obfus-
cation. Each transmitted frame carries information about the
current precoding matrix and the specific precoding vector
used, enabling proper de-obfuscation. Localization accuracy
is compared under three scenarios:
Clear: Optimal baseline with original CFR.
Obfuscated: At the attacker, no precoding knowledge.
De-obfuscated: At the authorized receiver, which recon-

structs the original channel for sensing.
In each experiment, a person stands at each of the eight

locations in Fig. 2 (P1 to P8), while alternating transmis-
sions of one null data packet (NDP), to estimate the full clear
channel, and one cycle of obfuscated cycle of data frames.4
At each position, 450 of such alternations are recorded. For
the precoding matrix, we use the parameters summarized in
Tab. 1. It is updated approximately every 𝜏 = 100 ms, during
which we collect on average 10 clear and 10 obfuscated CSI
snapshots per spot. Data are collected over two loops (P1 to
P8): the first for training, the second for testing.
2The dataset and source code used for the experiments are publicly available
at https://doi.org/10.5281/zenodo.17098131 and https://github.com/ansrese
arch/let-it-beam.
3https://ans.unibs.it
4Note that this NDP is not part of the protocol described in Sect. 4.3; it is
used only during the experiments to obtain a clear channel estimate. In
practice, no NDP should be transmitted while obfuscation is active, as it
would allow the attacker to estimate the CSI.

Table 1: Parameters for generating precoding matrices.

Component Parameter Value

𝑎𝑘 (𝑓 , 𝑞) [𝑎min, 𝑎max] [1, 1]
𝜑𝑘 (𝑓 , 𝑞) [𝜑min, 𝜑max] [0, 2𝜋]
𝜃𝑘 (𝑓 , 𝑞) [𝜃min, 𝜃max] [0, 2𝜋]

Gaussian filter
Kernel shape 2D symmetric
Std-dev 𝜎 21
Size 𝐾 = 2⌈3𝜎⌉ + 1 67 × 67

Figure 3: Experimental setup with synchronized SDRs
for MIMO transmissions.

Finally, we assess the system’s communication perfor-
mance in an empty room by comparing the PDR for different
modulation and coding schemes (MCSs) in two scenarios:
(1) standard beamforming with a single spatial stream (SS),
using the optimal precoding vector obtained via SVD of the
channel matrix to maximize receiver SNR, and (2) the pro-
posed obfuscation scheme. For each MCS, we consider 2000
updates of the precoding matrix.

5.1 Experimental System Setup
The experimental setup, shown in Fig. 3, consists of a 4 × 2
MIMO network (4 TX and 2 RX antennas).

Using Matlab on a workstation, we generate IEEE 802.11ac
80 MHz frames with beamforming applied. Per-antenna IQ
samples are then sent to the transmitter, which consists of
two synchronized Ettus USRP X310 software-defined radios
(SDRs) (each with 2 antennas). These transmit the frames
over the air to the receiver, implemented using an Ettus
USRP N300, and IQ samples are then forwarded to a second
workstation, where Matlab is used to extract the CSI and
decode the data. All SDRs are synchronized using an Ettus
Octoclock. Synchronization ensures coherent transmission
between the two transmitting SDRs and helps avoid phase
errors in the CSI estimation at the receiver due to the carrier
frequency offset (CFO), which could affect de-obfuscation.
While perfect synchronization between TX and RX is unreal-
istic in practical deployments, we deliberately enforce tight
synchronization in this preliminary study to eliminate such
non-idealities. This allows us to isolate and validate the core
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functionality of the proposed de-obfuscation mechanism un-
der ideal conditions. The analysis of how these impairments
affect de-obfuscation and the design of mitigation strategies,
such as those described in [14], is left for future work.

5.2 System Evaluation Methodology
For the localization task, a small size 1D CNN is adopted.
Specifically, it accounts for two convolutional layers with
32 kernels of size 5 and a stride of 2 steps. After each con-
volutional layer, activated through the rectified linear unit
(ReLU) function, max-pooling of size 2 is added. The result-
ing feature map is classified using a fully-connected layer
with a softmax activation function to differentiate among
the 8 possible positions.

Training and testing of the CNN are conducted under
different conditions to evaluate the impact of obfuscation:
Clear (Clear): The network is fed with the CSI along the

temporal dimension, and each input channel maps to a
specific TX-RX antenna pair at the same time instant.

Obfuscated (Obf.): The attacker extracts the per-subcarrier
CSI from each received frame as a 2 × 1 matrix. Over
one cycle of 4 frames, this yields 2 × 1 × 4 = 8 ele-
ments. Assuming the wireless channel remains static
throughout the cycle, each element can be treated as an
independent input channel, ensuring a fair comparison
with other cases.

De-obfuscated training and testing (De-obf. Tr&Te):
The network is trained and tested on the reconstructed
8-channel CSI, as in the clear case, assessing whether
meaningful localization information is preserved.

De-obfuscated testing only (De-obf. TeO): The network
trained on clear CSI data is used to predict positions
from de-obfuscated CSI samples. This tests the simi-
larity between clear and de-obfuscated CSI.

In the first three cases, for each of the ten experiments,
we train and test eight models, each initialized with different
random weights. This repeated training strategy reduces
the impact of initialization bias and provides a more robust
assessment of performance. In the last case, predictions use
the pre-trained clear models.

5.3 Experimental Results
Fig. 4 shows the localization results as box plots showing
the median, the 25th and 75th percentiles (box), outliers as
individual points computed using the inter-quartile range,
and whiskers extending to the most extreme non-outlier data
points. Statistics are computed over the results of all 10 ex-
periments, each performed with 8 models. In the clear case,
accuracy approaches 100 % with minimal deviation. Under
obfuscation, accuracy drops drastically, with median values
around 22 %, close to random guessing, confirming the ef-
fectiveness of our obfuscation strategy. Some models still
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10
20
30
40
50
60
70
80
90

100

A
cc

u
ra

cy
 (%

)

Random guess

Figure 4: Box plots comparing localization accuracy in
clear, obfuscated, and de-obfuscated cases.

extract meaningful information from obfuscated data, achiev-
ing up to 46 % accuracy, indicating that obfuscation generally
hinders training, but its effect is highly variable. Both de-
obfuscated scenarios recover accuracy close to the clear case,
demonstrating that the restored CSI preserves meaningful lo-
calization information (De-obf. Tr&Te) and closely resembles
the clear one (De-obf. TeO). For completeness, the confusion
matrices of the localization results for the four cases are
reported in Fig. 5.

Finally, Fig. 6 compares the PDR under optimal beam-
forming and obfuscation across MCSs 0–9. Optimal beam-
forming maintains 100 % PDR consistently, while obfuscation
achieves 100 % only up to MCS 4 and then steadily declines to
near zero at the highest MCS, illustrating a trade-off between
privacy and communication reliability at higher data rates.

6 Conclusion
Building on the foundation laid by [3], this work advances pri-
vacy protection in Wi-Fi sensing by introducing a selective
obfuscation mechanism that leverages time-varying beam-
forming precoding weights to conceal the CFR from unautho-
rized sensing. Unlike previous approaches, our framework
allows trusted devices to retain full sensing capabilities while
preserving backward compatibility for communication with
legacy receivers. We validate the effectiveness of our system
through real experiments, using device-free localization as a
representative sensing task. The results show that the pro-
posed obfuscation scheme successfully conceals user location
from unauthorized receivers, while legitimate devices expe-
rience no degradation in localization performance, achieving
accuracy comparable to the clear case.

As part of future work, we will explore how real-world
impairments, such as the CFO, impact the robustness of the
de-obfuscation process. Additionally, as with most obfus-
cation strategies, our technique introduces a trade-off: al-
though communication remains reliable at low to moderate
data rates, higher modulation schemes experience a drop in
PDR. This calls for a deeper exploration of the design space
to balance privacy protection, communication efficiency, and
sensing accuracy.
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0.00 0.00 0.00 0.00 0.00 0.00 0.00 1.00
0.00 0.00 0.00 0.00 0.00 0.00 1.00 0.00
0.00 0.00 0.00 0.00 0.00 1.00 0.00 0.00
0.00 0.00 0.00 0.00 1.00 0.00 0.00 0.00
0.00 0.00 0.00 1.00 0.00 0.00 0.00 0.00
0.00 0.00 1.00 0.00 0.00 0.00 0.00 0.00
0.00 0.96 0.03 0.01 0.00 0.00 0.00 0.00
1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

P1 P2 P3 P4 P5 P6 P7 P8

P8
P7
P6
P5
P4
P3
P2
P1

Obfuscated

0.06 0.10 0.12 0.15 0.13 0.12 0.10 0.22
0.12 0.10 0.09 0.13 0.14 0.09 0.19 0.13
0.07 0.11 0.16 0.14 0.07 0.30 0.06 0.09
0.13 0.11 0.11 0.16 0.23 0.05 0.13 0.08
0.04 0.15 0.15 0.22 0.08 0.11 0.14 0.11
0.07 0.10 0.22 0.13 0.17 0.11 0.08 0.12
0.07 0.22 0.11 0.13 0.11 0.12 0.10 0.14
0.26 0.06 0.14 0.13 0.12 0.10 0.08 0.10

P1 P2 P3 P4 P5 P6 P7 P8

P8
P7
P6
P5
P4
P3
P2
P1

De-obfuscated Tr&Te

0.00 0.00 0.00 0.00 0.00 0.00 0.00 1.00
0.00 0.00 0.00 0.00 0.00 0.00 1.00 0.00
0.00 0.00 0.01 0.00 0.00 0.99 0.00 0.00
0.00 0.00 0.00 0.00 1.00 0.00 0.00 0.00
0.00 0.00 0.00 1.00 0.00 0.00 0.00 0.00
0.00 0.00 1.00 0.00 0.00 0.00 0.00 0.00
0.00 0.99 0.01 0.01 0.00 0.00 0.00 0.00
1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

P1 P2 P3 P4 P5 P6 P7 P8

P8
P7
P6
P5
P4
P3
P2
P1

De-obfuscated TeO

0.00 0.00 0.00 0.00 0.00 0.00 0.00 1.00
0.00 0.00 0.00 0.00 0.00 0.00 1.00 0.00
0.00 0.00 0.00 0.00 0.00 1.00 0.00 0.00
0.00 0.00 0.00 0.00 1.00 0.00 0.00 0.00
0.00 0.00 0.00 1.00 0.00 0.00 0.00 0.00
0.00 0.00 1.00 0.00 0.00 0.00 0.00 0.00
0.00 0.96 0.02 0.02 0.00 0.00 0.00 0.00
1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Figure 5: Confusion matrices showing localization performance in clear, obfuscated, and de-obfuscated cases. Rows
are normalized to highlight how accurately each true position is classified.
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Figure 6: Packet delivery ratio comparison between
optimal beamforming and obfuscation.
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