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Abstract
In today’s highly perturbed supply chains, it is crucial to effectively manage the risk of interrupting business continuity. In 
recent years, an expanding body of literature has emerged on how to automate supply chain risk management (SCRM) by 
applying Industry 4.0 technologies. This paper provides a first systematic review of SCRM automation (SCRMA) literature. 
We firstly conducted a structured review of 171 papers to support a descriptive analysis, which was further narrowed to 51 
papers to support our content analysis. We analyzed which of the five stages of SCRMA, namely risk detection, assessment, 
mitigation, monitoring, and handling, is supported by which of the nine different technology groups. Overall, it emerges that 
SCRMA implementation is still at a very early stage: this provides a broad range of developments to researchers, but it also 
suggests managers to invest carefully in those technologies that do not seem fully mature for practical utilization, yet. Finally, 
this review uncovers under-investigated areas in current SCRMA research and outlines promising future research directions.

Keywords  Artificial Intelligence · Industry 4.0 · Literature review · Risk automation · Supply chain management · Supply 
risk

Introduction

A supply chain (SC) is an ecosystem of actors interacting 
through a set of networked processes to fulfill customers’ 
needs (Cooper & Ellram, 1993). Supply chain management 
(SCM) is the coordination of the flows of goods, informa-
tion, and cash within the SC. Cigolini et al. (2004) described 
four fundamental types of SCs, the goals they pursue, and 
the coordination strategies they employ. SC continuity is a 
SC’s ability to remain in business despite disruptions: fol-
lowing Blos et al. (2015), it is important because it keeps 
the business running and also because it protects the firm’s 
reputation.

This paper builds on the enterprise risk model proposed 
by the ISO 2002 norms, following which industrial risks 
are modelled by their occurrence probability and the mag-
nitude of their consequences (Krolas & Krolas, 2010). This 
model is applied to SC risks, by considering the probability 

that a specific supplier interrupts its supplies and the eco-
nomic damage generated. Ho et al. (2015) set a first step 
in SC risk management (SCRM) research by defining SC 
risk as “the likelihood and impact of unexpected events or 
conditions that adversely influence a supply chain, leading to 
operational, tactical, or strategic failures” and SCRM as “an 
inter-organizational collaborative endeavor utilizing quan-
titative and qualitative risk management methodologies to 
identify, evaluate, mitigate and monitor unexpected events 
or conditions.”

Ivanov et al. (2019) and Ivanov and Dolgui (2021) pro-
posed adopting a digital SC twin as a tool to manage SC 
disruptions. By joining modelling with real-time data, they 
considered that it is possible to investigate how perturba-
tions propagate in the SC, how long a transient would take to 
return to the steady state, and which features can make a spe-
cific SC more resilient by design. In their view, since SC risk 
data are typically online and dynamic, it is limiting to shape 
risk-management decisions based on offline and static data 
and decisions. Complementing these approaches, Siemens 
has developed a Digital Risk Twin to simulate supply chain 
disruptions and assess safety and risk exposure. Through 
scenario modelling, the tool identifies structural vulnerabili-
ties and supports the design of targeted mitigation strate-
gies, thereby reinforcing supply chain robustness (Siemens, 
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2025). Accordingly, the second standpoint adopted by this 
paper is that SCRM can be enhanced through digitalization 
by integrating real-time and dynamic data with predictive 
analytics.

Hence, digital technologies can support SCRM by 
enhancing operational efficiency, improving visibility, and 
enabling proactive decision-making through the timely cap-
ture, transfer, and analysis of information. We can narrow 
our focus from this broad spectrum to Industry 4.0 tech-
nologies, addressing intelligent process automation, inter-
connected systems, and real-time data to drive SCRM prac-
tices transformation. This synergy between Industry 4.0 and 
SCRM has been widely recognized by other studies (Spieske 
& Birkel, 2021). We call this new approach Supply Chain 
Risk Management Automation (SCRMA): in other words, 
SCRMA is the discipline that combines SCM, enterprise 
risk management (ERM), and Industry 4.0 (I4.0). SCRMA 
is a novel approach that promises to revolutionize SCRM, 
much as I4.0 changed manufacturing by linking real-time 
data, operations technology, and information technology.

Yet, to date, there appear to be only isolated studies that 
propose the automation of specific SCRM stages or explore 
the use of particular technologies to automate SCRM, while 
we lack a comprehensive and holistic overview of the knowl-
edge accumulated to date on SCRMA, owing on the one 
side to the novelty of SCRMA as a research discipline and 
on the other on the difficulty of blending three such well-
established research domains as SCM, ERM and I4.0.

Thus, in this paper, we provide a systematic literature 
review of SCRMA. We considered it highly relevant and 
appropriate to fill this gap, especially during a period in 
which several innovative digital technologies are rapidly 
developing, alongside the growing opportunity to gather 
extensive online data. Accordingly, this study develops a 
structured analysis of the extant SCRMA literature (Durach, 
et al., 2021; Wong, 2021; Ketchen & Craighead, 2023), by 
trying to answer three research questions. The first research 
question pursues a process view of SCRM, by asking: which 
stage or activity within SCRM is most and least affected 
by which I4.0 technologies? By the same token, the second 
research question applies a technology-oriented view: which 
of the I4.0 technologies are of most use to support which 
stage or activity within SCRM? Finally, the third, and main 
research question that guided our work is: which is the level 
of maturity achieved by the implementation of I4.0 technolo-
gies to improve SCRM?

By highlighting the transformations that I4.0 technologies 
are inducing in SCRM, our literature review can help iden-
tify issues on which the SCRMA body of literature is well 
developed and consistent, which we can address as “solved” 
problems, and other issues where the knowledge accumu-
lated to date could leave space for further research either 
because the extant research does not fully agree or because 

they are under-investigated topics. Note that this paper is not 
aimed at deepening our understanding of specific technolo-
gies per se, but rather we are interested in investigating the 
broader contribution that I4.0 technologies as a whole can 
achieve for businesses in the SCRM domain.

To this purpose, the “Background” section illustrates our 
study’s background; the “Methodology” section presents 
the methodology applied in this study; and the “Descriptive 
analysis” section presents the descriptive analysis emerging 
from a long list of 171 papers; the analytical description of 
the main empirical findings from a short list of 51 papers is 
then reported in the “Content-based analysis” section. The 
“Discussion” section discusses the main implications of our 
findings by answering the research questions in the light of a 
managerial, technological and business viewpoint. Finally, 
a concluding remarks section closes the paper by discussing 
the main takeaways and implications of our research. 

Background

The idea that ERM could be applied to SC was first con-
sidered in the early years of the last century, but research 
in this domain started developing only in the last 25 years 
(Sodhi et al., 2012), on the ground of companies’ expecta-
tion that their SCs’ vulnerability could increase in the next 
years (Jüttner, 2005). A first exploratory study was proposed 
by Zsidisin et al. (2000) and Zsidisin (2003), who discov-
ered that purchasing organizations often create contingency 
plans and implement process‐improvement and buffering 
strategies in response to supply risks. Despite acknowledg-
ing SCRM’s importance, many managers believed that their 
organizations were not doing enough to mitigate supply risks 
and disruptions.

Once SC risk’s relevance was achieved, researchers set 
out to analyze and assess corporate risks: Hallikas et al. 
(2002, 2004) were among the first to discuss this. They high-
lighted that firms’ exposure to risks generated by other firms 
increases with the dependency between companies. This is 
a possible explanation of the increase in risk perceived by 
companies, as confirmed by Harland et al. (2003), who high-
lighted that the growing complexity of supply networks is 
one major driver of the increase in firms’ vulnerability.

The policies most suited to reduce SC risk were the next 
main topic investigated: for instance, Ojala and Hallikas 
(2006) examined what are the main risks related to invest-
ing in a network context and how to manage these risks. 
Micheli (2008) and Micheli et al. (2008, 2009) investigated 
the relation between suppliers and supply risk. They pro-
posed a critical supplier selection approach based on a total 
cost profile. By the same token, Hult et al. (2010) provided 
evidence that options operate differently in SCs than they do 
in firms when facing high levels of uncertainty by using the 
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lens of Real Options Theory. Wagner and Bode (2006) had 
previously confirmed this result through a survey of Ger-
man executives showing that a firm’s exposure to supply 
risk depends on supplier selection, single vs. multiple sourc-
ing, and global vs. local sourcing. Thun and Hoenig (2011) 
surveyed 67 German automotive plants, finding that firms 
implementing supply risk assessment tools are better off in 
SC performance than their peers that do not. Wang et al. 
(2010) confirmed that, by activating multiple sourcing, firms 
experience less supply risk and a more reliable SC. Overall, 
this body of research confirms that sourcing policies affect 
supply risk.

On these grounds, researchers went further to investigate 
if the structural characteristics of a SC have an impact on its 
vulnerability to risks and disruptions. Two such aspects are 
robustness (the capability to cope with perturbations proac-
tively, for instance by preparing ex-ante contingency plans) 
and agility (the ability to react quickly and effectively): fol-
lowing Wieland and Wallenburg (2012) both are important 
in improving SC performance, yet while agility improves 
only SC’s customer value, robustness has a positive effect 
on the firm’s business performance as well. Pettit et al. 
(2013) were the first to define the concept of resilience: their 
research proposed a positive correlation between resilience 
and SC performance by describing hundreds of resilience 
levers. Furthermore, Heckmann et al. (2015) were among 
the first to propose quantitative SCRM approaches.

Next came the investigation of the SC risk mitigation 
levers’ effectiveness: Wiengarten et al. (2016), through an 
international survey, found that supplier integration can 
improve SC performance and decrease risk. Another empiri-
cal study conducted with a set of Finnish firms by Hallikas 
and Lintukangas (2016) confirmed that supplier collabora-
tion and integration reduce SC risk. Mishra et al. (2016) 
also considered inbound inventory buffering and supplier 
collaboration as risk mitigation levers in an empirical study 
of 184 Indian firms. In 2017, Revilla and Saenz examined 
how firms manage SC risks, confirming that firms more 
oriented towards inter-organizational collaboration achieve 
the lowest levels of SC perturbations. Overall, this research 
streams outlined customer–supplier collaboration’s role as 
an effective policy to control disruptions (Shekarian & Mel-
lat Parast, 2021).

Another fundamental contribution to SCRM research was 
normative and definitory: El Baz and Ruel (2021) proposed 
four main steps of SCRM: risk identification, assessment, 
mitigation, and control. They found that agility is posi-
tively connected to all four phases, while robustness only 
impacts risk identification and control. By the same token, 
Emrouznejad et al. (2023) reviewed a list of 53 literature 
reviews on SCRM and identified three categories of risk 
sources in SCs, namely environmental, network-related, 
and organizational. The advancements in SCRM research 

reported by these studies are significant; however, the rise 
of I4.0 demanded new approaches to manage and mitigate 
real-time and multi-tier risk.

One of the first contributions to SCRMA is the 2017 
paper by Schlüter et  al., proposing a simulation-based 
approach as part of creating a smart SCRM platform. They 
build on finite-event simulation to model the material flow 
and Monte-Carlo simulation to model risks. Following 
their analysis, the usage of cyber-physical systems (CPS) 
in SCRMA can lead to “the integration of technology (sen-
sors, actuators, connectivity, analytics) along SC processes 
to improve risk identification, analysis, assessment, mitiga-
tion and monitoring by processing real time SC risk infor-
mation.” Integration of I4.0 technologies into SCM thus 
leads to smart SCRM, which combines multiple independ-
ent data analytics, historical data repositories, and real-time 
data streams. Through this embedded intelligence, SCRM 
moves from decision-support to predictive and ultimately 
to prescriptive.

Another step in SCRMA was achieved in 2018 when 
Ivanov et al. investigated the impact of digitalization and 
I4.0 on the ripple effect and disruption control analytics in 
the SC for the first time. Their research combines two sepa-
rate analyses, namely the impact of digitalization on SCM 
and the impact of SCM on the ripple effect control. They 
analyze and discuss the overall impact of big data analytics 
(BDA) and advanced track and trace systems on SC dis-
ruptions and find that each of these determinants can have 
both beneficial and negative effects. For instance, BDA can 
reduce risk by improving SC visibility, while at the same 
time, it can increase it by exposing firms to greater coordina-
tion complexity and more severe data safety issues. Finally, 
Ivanov and Dolgui (2021) advocate the usage of a digital 
SC twin, a computerized model that can represent network 
states at any given time, as a significant tool to address these 
risks by uncovering the interrelation of risk data, disruption 
modelling, and SC performances.

Methodology

This study employs a four-stage systematic literature review 
(SLR) process to analyze the current state of SCRMA, 
detailed as follows:

Stage 1: Background study—we selected 30 highly rel-
evant articles based on journal impact factors and citation 
rates to form our core literature base. The objective of 
this stage was to map SCRMA knowledge and synthesize 
key findings. This foundational step guided the following 
review’s direction.
Stage 2: Systematic literature review—we employed a 
SLR as our primary methodology to identify and col-
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lect relevant papers. SLR is widely recognized for its 
effectiveness in identifying, evaluating, and synthesizing 
pertinent literature (Tranfield et al., 2003). We utilized 
the PRISMA protocol to establish our research objectives 
(Ketchen & Craighead, 2023; Wong, 2021), as illustrated 
in Fig. 1. We chose the Scopus database to identify rel-
evant studies. We then followed the three characteristic 
steps of the PRISMA method.

During the identification phase, a systematic approach 
was adopted to develop a comprehensive set of keywords 
categorized into two thematic groups. The first group 
focused on core concepts, including SCM, SCRM, and 
ERM principles. The second group encompassed key-
words specific to I4.0 technologies. We adopted the I4.0 
technology classification by (Frank et al., 2019; Lu, 2017; 
Russmann, 2015) by considering nine digital technolo-

Fig. 1   PRISMA method flow diagram
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gies groups, namely: Internet of Things (IoT), Big Data 
and Analytics (BDA), Cloud Computing (CC), Artifi-
cial Intelligence/Machine Learning (AI/ML), Additive 
manufacturing/3D Printing (AM), Blockchain (BC), 
Cyber-physical systems (CPS), Industrial Robotics (IR), 
and Digital Twins and simulation (DTS). These I4.0 tech-
nology groups are defined in Appendix I, and were inte-
grated to construct the search string, as depicted in Fig. 2. 
The selection process was confined to peer-reviewed 
articles presented in academic journals and published in 
English between 2000 and 2023, which resulted in a total 
of 3611 articles.
Stage 3: Screening for quality and relevance—2563 
papers belonging to unrelated research areas were 
excluded, leaving 1048 articles. Next, we reviewed the 
titles, removing 401 unrelated papers and retaining 647. 
A double-blind review process was then conducted by the 
two authors, who independently evaluated the abstracts 
and categorized each paper as “keep,” “maybe,” or 
“scrap.” Only papers labelled as “double keep” were 
retained, resulting in the inclusion of 204 articles. Fur-
ther, for the background study, 30 papers were incorpo-
rated, yielding a total of 234 relevant papers. Using again 
the previous “double-blind” method on the full text of the 
papers, the authors rejected 63 more papers, leaving 171 
articles that formed the basis for our descriptive analysis 
below described.
Stage 4: Refinement of selection—we further selected 
articles based on the number of citations per year (as 
stated by SCOPUS) and the journal impact factor (as 
stated by WOS). This approach aligns with methodolo-
gies previously employed by Durach et al. (2021) and 
Shah et al. (2021). We computed the median of these two 
bibliometric indices across the sample of 171 papers and 

considered only papers and journals ranked above both 
medians, leading to the exclusion of 131 papers, resulting 
in a refined set of 40 highly relevant articles. To further 
ensure comprehensiveness, the “snowball” cross-refer-
encing method was applied, incorporating 11 additional 
articles, culminating in a final corpus of 51 papers that 
formed the basis for our detailed content-based analysis 
below described.

Descriptive analysis

By building on the long list of 171 papers emerging from 
PRISMA’s stage 3, we explored the trend of SCRMA 
papers, as shown in Fig. 3: despite its growing promi-
nence, research in this area was rather limited until 2018.

Starting with 2019, there has been an increase in 
research, particularly on supplier disruption, risk mitiga-
tion, and risk assessment. Following the COVID-19 pan-
demic, papers per year have skyrocketed, and research has 
expanded to include digital technologies such as AI, ML, 
BDA, and DTS, accommodating concepts as resilience, 
recovery, learning, and disruption.

Figure 4 depicts the Pareto A class of journals that pub-
lished SCRMA articles: IJPE and IJPR are by far the major 
contributors, with 51 papers combined. Nine out of 10 top 
journals and most of the others are related to operations. 
However, the appearance of Computers and Industrial 
Engineering in the top 10 means that SCRMA is attract-
ing increasing attention from researchers in computer and 
decision sciences too.

Fig. 2   Keyword and inclusion 
criteria for PRISMA
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Fig. 3   The number of articles 
published on SCRMA over the 
years 2000–2023

Fig. 4   The number of articles published on SCRMA by selected journals
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Content‑based analysis

Structure

SCRM consists of five main phases (Aqlan & Lam, 2015b; 
Blome & Schoenherr, 2011; Deiva Ganesh & Kalpana, 
2022a; Hallikas et  al., 2004; Rangel et  al., 2015; and 
Schlüter et al., 2017): the detection, assessment, mitiga-
tion, monitoring, and handling of risks. Figure 5 illustrates 
the main aspects of each of them.

Risk detection entails the identification of all potential 
risks and their causes. This involves identifying which 
suppliers could disrupt the primary process, and what the 
potential causes are, such as financial default, geopoliti-
cal implications, or equipment failures. Another function 
of this phase is to categorize causes into homogenous 
classes. Because it needs to detect any possible cause of 
disruption, this phase typically acts on all direct suppliers 
and considers any causal factor that could possibly trig-
ger disruptions. Because of the volatility of the business 

environment, risk detection is conducted at fixed intervals, 
such as yearly or quarterly.

Risk assessment evaluates how serious each risk is. It 
requires an estimate of how likely each event is to occur and 
its potential impact in terms of economic damage (Hallikas 
et al., 2002; Harland et al., 2003). For instance, by examin-
ing the suppliers’ financial statements, it is possible to esti-
mate their financial default likelihood; likewise, by taking 
into consideration the volumes and use of each supply, we 
can estimate the costs resulting from its sudden interrup-
tion (Blome & Schoenherr, 2011). Given its goal, the risk 
assessment phase follows the patterns and frequency of risk 
detection.

Risk mitigation encompasses all ex-ante actions that can 
reduce SC risk. It is composed of two fundamentally differ-
ent types of levers: prevention, aimed at reducing the likeli-
hood of risky events, and protection, which aims to reduce 
events’ impact when they occur (Hallikas et al., 2004; Hoff-
mann et al., 2013; Hsu et al., 2022; Wiengarten et al., 2016). 
For example, replacing a high-risk supplier with a lower-risk 

Fig. 5   SCRM’s five main phases
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one is a preventive action, whereas purchasing an insurance 
contract to safeguard a company from its high-risk suppli-
ers is a protective action. Since risk mitigation is aimed at 
reducing risk ex-ante, it specifically focuses on those sup-
pliers that were found particularly risky in the assessment 
phase, either because they are particularly likely to inter-
rupt supplies, or because this event could determine large 
damages. Hence, prevention is continuously done until the 
overall risk exposure is deemed acceptable.

Risk monitoring takes into consideration all risky sup-
pliers where it was either impossible or too expensive to 
perform any mitigation action (Blome & Schoenherr, 2011; 
Hallikas et al., 2002). By focusing on rather few, very risky 
suppliers, risk monitoring can be a more detailed risk analy-
sis than risk assessment. In the case of suppliers with a high 
failure probability, it requires to increase the evaluation fre-
quency, for instance by checking relevant information every 
week or even in real time. When a supplier’s failure could 
be particularly costly, the focal company could be interested 
in deepening information on that firm’s control structure, 
management team, development plans, etc. (Spieske & Bir-
kel, 2021).

Finally, risk handling actions manage unwelcome events 
once they occur. If the customer is caught unprepared, the 
reaction is inevitably both inefficient and ineffective: this 
is why Emrouznejad et al. (2023) and Shah et al. (2023) 
suggest developing ex-ante contingency plans in a way that 
the ex-post reaction can be more rational and coordinated: 
accordingly, this is the only SCRM phase that is performed, 
partially, ex post.

The five following sections present the findings of our 
content analysis based on the 51 final papers selected as 
described in the “Methodology” section, arranged by these 5 
SCRM process phases. A resume of our findings is presented 
in Tables 1 and 2. 

Risk detection

According to Deiva Ganesh and Kalpana (2022b) and Ivanov 
et al. (2019), modern SCs are increasingly vulnerable, espe-
cially if they are global, de-verticalized, and lean. However, 
the dynamic and interconnected nature of these risks com-
plicates the detection process (Kassa et al., 2023). Various 
studies outline several different SC risk classifications and 
interpretations: some were proposed by academics, while 
others have emerged from industry (Aljabhan, 2023; Duong 
et al., 2023). A vast amount of literature (26 articles) follows 
a basic risk classification as either exogenous or endogenous 
(Hallikas et al., 2004; Rauniyar et al., 2023; Samvedi et al., 
2013; Schroeder & Lodemann, 2021; Wiengarten et al., 
2016). Baryannis et al. (2019a), Baryannis et al. (2019b), 
and Kumar and Sharma (2023) focus on the SC phase 
affected, defining supply-side, demand-side, operational, 

environmental, and process-related risks. Another popular 
approach is simply to categorize SC risks by their origin: for 
instance, Hallikas et al. (2002) and Thun and Hoenig (2011) 
categorize financial, supply, demand, or logistic risks.

Traditional risk detection approaches include quantitative 
methods like fuzzy-sets (Aqlan & Lam, 2015a), AHP (Sam-
vedi et al., 2013), multi-criteria decision making (MCDM) 
(Hsu et al., 2022), knowledge-based systems (Hult et al., 
2010), and SC vulnerability maps (Tukamuhabwa et al., 
2017), alongside qualitative methods such as the Delphi 
Technique (Meyer et al., 2022), cause-effect diagrams (Pour-
nader et al., 2020), structured interviews, and surveys. By 
expanding the scope of traditional risk detection methods, 
I4.0 is redefining risk identification mechanisms in quali-
tative, quantitative, and hybrid ways. For example, BASF, 
UCB Biopharma, and Dover Chemical adopted Predic-
tive Sourcing AI, a machine learning approach to analyze 
supplier pricing, detect quote anomalies, and support risk-
informed procurement policies. These capabilities enable 
firms to respond more effectively to market volatility and 
supplier uncertainty (Arkestro, 2021).

BDA enhances SC visibility and traceability, ensuring 
information is more available, timely, complete, and accu-
rate, thus enabling organizations to make more informed 
decisions (De Assis Santos & Marques, 2022; Yang et al., 
2023), while data accessibility remains a significant barrier, 
as highlighted by Rezki and Mansouri (2023), especially by 
leveraging technologies such as AI/ML and BDA firms can 
achieve the ability to gather and process vast amounts of 
real time and dynamic data from suppliers’ financial reports 
(S. M. Shah et al., 2021), public databases for default risk 
exposure, territorial exposure to extreme natural events, and 
online resources regarding geopolitical risks (Meng, 2021; 
Toorajipour et al., 2021).

Analytical techniques such as data mining, text min-
ing, decision trees, support vector machines, and neural 
networks are used to uncover hidden patterns, relation-
ships, and trends within different data sources (Raman 
et al., 2023). They can collect and analyze large amounts 
of information to identify environmental hazards, natu-
ral disasters, financial fluctuations, and political insta-
bilities (Chu et al., 2020; Shah et al., 2021). Baghalzadeh 
et al. (2024), Handfield et al. (2020), and Baryannis et al. 
(2019b) report gathering a continuous flow of frequently 
updated information from open platforms like Google and 
Yahoo, social media, and open-access data. Handfield et al. 
(2020) used newsfeed data and textual analysis to identify 
political unrest or natural disasters. Further, Al Ayed & Al 
Tit (2023) and Gao et al. (2020) discussed how the integra-
tion of IoT devices with ERP systems can facilitate auto-
matic internal risk identification. Data from corporate ERP 
and CRM systems has been leveraged to identify risks in 
the textile sector (Rafi et al., 2024); likewise, Chenger and 
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Pettigrew (2023) showed how vertical information systems 
have been used to collect information from multidiscipli-
nary teams in the oil and gas industry. Aljabhan (2023) 
and Wong et al. (2023) leveraged data inputs from IoT 
sensors, ERP, and BC transactions and employed AI/ML, 
BDA, and DTS to enable advanced data analysis and sup-
port real-time risk identification and categorization.

Analytical approaches (Classification methods, Regres-
sion modelling, Clustering, Association Rule Learning, 
Supervised Learning, Text Mining, Sequence Mining, …) 
can support the identification of various risk types that were 
previously difficult or impossible to detect (Kalbouneh 
et al., 2023; Park & Singh, 2023; Shah et al., 2023). Further-
more, Baryannis et al. (2019b), Rafi et al. (2024), and Yang 
et al. (2023) discussed the modified Analytical Hierarchy 
Process to identify the most prevalent threats in supply and 
demand risk. Hence, integrating existing risk identification 
methods with these technologies can improve the risk detec-
tion accuracy (Li et al., 2023; Singh & Singh, 2019).

Literature also showed I4.0 technologies ability to extract 
real-time risk information and assess information polarity 
from social media in the fashion/apparel industry by using 
natural language processing (NLP) techniques such as Reg-
ular Expressions, Fuzzywuzzy, and TextBlob (Handfield 
et al., 2020; Shah et al., 2021): for instance, Deiva Ganesh 
and Kalpana (2022b) harnessed real-time information from 
Twitter, identifying several key risks, including port conges-
tion and semiconductor shortages.

Also, AI-based techniques including hybrid algorithms, 
artificial neural networks, agent-based systems and unsu-
pervised learning techniques such as Petri Nets, knowledge 
graph, and Bayesian Belief Networks can help identify 
patterns and support sophisticated risk analyses, enabling 
organizations to obtain advanced information on supplier 
availability (Baryannis et al., 2019b; Gao et al., 2020; Yang 
et al., 2024) and to enhance comprehensive risk identifica-
tion (Li et al., 2021; Mittal & Panchal, 2023; Qazi et al., 
2018; Žigienė et al., 2022). Similarly, ML models demon-
strated good accuracy in forecasting potential delays within 
the SC, as shown by Wyrembek (2023).

Moreover, CPS and data analytics tools like any Logistix 
support risk detection by integrating data from IT systems 
and simulating disruptions (Rafi et al., 2024). Discrete-event 
simulation models were also employed to effectively repre-
sent and analyze complex workflows. Moreover, literature 
emphasized BC as a tool for identifying informational and 
cyber risks, such as cyber threats, security breaches, and 
data breaches, while also ensuring information security, 
trust, and addressing intentional risks in SCM (Rauniyar 
et al., 2023). However, there remains a need for dynamic 
risk identification models to overcome traditional static 
approaches, especially in addressing market changes and 

demand uncertainties (Er Kara et al., 2020; Spieske et al., 
2023; Yang et al., 2023).

Risk assessment

By assessing risks quantitatively, rapidly, and cost-effi-
ciently, companies can focus on critical risks and prioritize 
mitigation actions, thereby facilitating informed decision-
making (Hallikas et al., 2002; Harland et al., 2003). Assess-
ment often shares the same timing and approach as the 
detection phase, leading to examining it within the context 
of SC risk detection, rather than by itself (Sodhi et al., 2012).

Risk assessment is frequently seen as subjective, rely-
ing on expert judgment and scenario analysis; however, 
expert judgment could potentially lead to bias and incon-
sistency (Handfield et al., 2020; Li et al., 2021; Rezki & 
Mansouri, 2023; Tran et al., 2018). This is why “classic” 
research differentiates qualitative, quantitative, and semi-
quantitative techniques following the extent to which they 
combine objective data with subjective perceptions (Jüttner 
et al., 2003). Assessing risk severity by combining both 
impact and likelihood is a generally agreed-upon standpoint 
(Dong & Cooper, 2016; Samvedi et al., 2013), with vari-
ous qualitative, quantitative, and hybrid indicators used to 
model occurrence likelihood (Aqlan & Lam, 2015a). Clas-
sic SCRM literature highlights various assessment methods 
and techniques ranging from vulnerability-based frameworks 
(Pettit et al., 2013) to parameter categorizations (Aqlan & 
Lam, 2015b) and indicator-based methodologies (Tran et al., 
2018). However, classic methods often suffer from subjec-
tivity and imprecision (Rafi et al., 2024). Refinements like 
Orders-of-Magnitude AHP improve traditional models by 
clustering criteria (Dong & Cooper, 2016), while advanced 
fuzzy set techniques (TrINFs, ELECTRE TRI-C) (Chenger 
& Pettigrew, 2023) and Bayesian methods enhance supplier 
risk evaluation (Dong & Cooper, 2016; Duong et al., 2023). 
Pettit et al. (2013) introduced a tool incorporating seven 
vulnerability factors, whereas Aqlan and Lam (2015b) cat-
egorized risks based on occurrence, predictability, duration, 
type, and frequency. Tran et al. (2018) classified risk indi-
cators into single, paired, and aggregate measures, assess-
ing their impact on SC performance. Despite the challenge 
of subjectivity, integrating quantitative analyses has sig-
nificantly advanced risk assessment methodologies: while 
organization and corporate culture highlight qualitative 
aspects of risk, parameters like occurrence, duration, and 
predictability introduce a structured and quantitative per-
spective that can enhance accuracy (Mittal & Panchal, 2023; 
Yang et al., 2024).

I4.0 technologies enable a more objective risk evaluation 
by reducing subjectivity (Spieske et al., 2023). To assess risk 
likelihood, researchers utilized secondary data: for instance, 
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Rezki and Mansouri (2023) used 5 years of audit reports to 
train a risk assessment ML model. Similarly, Cisco evalu-
ated supplier risk using World Bank data (Shah et al., 2023). 
Deiva Ganesh and Kalpana (2022a) merge historical analysis 
with predictive and proactive approaches to assess risks.

Further, Fuzzy Analytic Hierarchy Process (FAHP) and 
Fuzzy Analytic Network Process (FANP) are used in con-
struction projects for their ability to handle uncertainty and 
complex decision-making criteria (Baryannis et al., 2019b; 
Chenger & Pettigrew, 2023). Similarly, in telecom SCs, 
hybrid fuzzy approaches have been employed to analyze 
interrelationships among risk factors (Aljabhan, 2023). 
Moreover, the risk diffusion convergence model is used to 
measure risk fluctuations in the agricultural SC using IoT 
and AI (Yan et al., 2017).

Additionally, ML algorithms like Support Vector 
Machines, Random Forest, and Decision Trees are recog-
nized for their robust classification and prediction capabili-
ties (Baryannis et al., 2019b; Kosasih et al., 2024; Raman 
et al., 2023; Wyrembek, 2023). These methods, along with 
Natural Language Toolkit (NLTK), stochastic programming, 
and Bayesian networks, offer a broad framework for identify-
ing and evaluating SC risks (Chu et al., 2020; Ivanov & Dol-
gui, 2021; Kassa et al., 2023; Micheli et al., 2009; Žigienė 
et al., 2022). For example, Baghalzadeh et al. (2024) lever-
aged SC data and digital tools like Social Network Analysis 
and Structural Equation Modelling to quantify risk impact 
and uncover hidden patterns, while the ML-based “Supply 
Watch” model used by DHL and genetic algorithms dis-
cussed by Baryannis et al. (2019b) are increasingly popular 
for identifying risk types and predicting risk impacts. Chu 
et al. (2020) proposed a framework based on text mining and 
Bayesian Network Modelling to assess risks and guide sup-
plier selection (Qazi et al., 2018). Some models incorporate 
suppliers’ feedback to enhance the qualitative assessment 
and improve risks’ understanding (Aljabhan, 2023; Li et al., 
2021). Finally, Baryannis et al. (2019a), Ivanov et al. (2019), 
and Park and Singh (2023) all demonstrated automated risk 
alert tools based on BDA.

Risk mitigation

Miller (1992) famously proposed five classes of risk mitiga-
tion policies, namely: risk avoidance, control, cooperation, 
limitation, and flexibility. Most of the existing literature has 
followed Miller’s policies (De Assis Santos & Marques, 
2022; El Baz & Ruel, 2021; Gao et al., 2020; Mani et al., 
2017; Spieske & Birkel, 2021; Yan et al., 2017). Addition-
ally, Tang and Nurmaya Musa (2011) provided a compre-
hensive discussion of various risk elements with qualitative 
and quantitative mitigation approaches.

It is sometimes possible to avoid risks or to eliminate 
them entirely by acting on their root causes: for instance, 

when a risky supplier is eliminated, the corresponding risk 
exposure is completely avoided (Ojala & Hallikas, 2006). 
For unavoidable threats, reduction focuses on minimizing 
their impact: this is what happens, for instance, when a 
risky supplier is paired with a safer one. Transferring risk 
to external parties like insurers or outsourcers is an option 
considered when the probability is low, but the effect is high 
(Hoffmann et al., 2013; Thun & Hoenig, 2011). Further-
more, Chen et al. (2013) and Jüttner et al. (2003) empha-
size risk cooperation, that is, a joint effort between supplier 
and customer to improve visibility, share information, and 
plans: this is what happens when a risky supplier grants the 
customer a certain level of dedicated capacity and/or stock 
(Hallikas et al., 2004; Mani et al., 2017; Singh & Singh, 
2019). When none of those options is viable, especially for 
low-impact, low-probability, accepting risks avoids the need 
for mitigation (Berger et al., 2023; Deiva Ganesh & Kalpana, 
2022a; Kassa et al., 2023). Since risks are often intercon-
nected, addressing one risk type may either exacerbate or 
mitigate another. Therefore, organizations must thoroughly 
evaluate options before making a choice.

The rise of I4.0 has been found to enhance SC flexibility 
across procurement, production, and logistics (Chu et al., 
2020; Fischer et al., 2020; Toorajipour et al., 2021; Wu 
et al., 2024). For example, Sentrisk, developed by Marsh 
McLennan, uses AI to analyze documentation, identifying 
structural vulnerabilities and map supply chain networks 
(Marsh, 2025), while Genetic algorithms used to determine 
flexible SC configurations (Baryannis et al., 2019b) enable 
proactive risk mitigation. Additionally, fuzzy logic mod-
els incorporating fuzzy multicriteria decision-making are 
applied to enhance organizational flexibility in SCs (Aljo-
hani, 2023). The work of Meyer et al. (2022) demonstrates 
how organizations can hedge against SC risks by combining 
conventional manufacturing and AM as supply alternatives, 
thereby crafting a more resilient and flexible SC that can 
effectively manage disruptions. The deployment of robots 
and cobots can improve operational efficiency and reduce 
human errors in manufacturing and warehouse settings (Rafi 
et al., 2024), thereby mitigating risks associated with delays 
caused by misplaced or unavailable inventory (Spieske & 
Birkel, 2021). Various techniques are presented in literature 
to foster collaboration among SC partners and facilitate sup-
plier selection: for example, Volkswagen’s ML-based bidder 
list generator precisely identifies potential suppliers, thereby 
reducing delays and procurement risks (Emrouznejad et al., 
2023; Schroeder & Lodemann, 2021). A GRA-based lin-
guistic model, Information Sharing Technologies (IST) (Gao 
et al., 2020), and CPS-enabled real-time monitoring and 
control of operations enhance collaboration through auto-
mated and intelligent systems (Li et al., 2023; Shah et al., 
2023). An integrated information sharing infrastructure with 
BDA supports decision-making, helps stabilize operations, 
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and reduces time disruptions by tracing their roots (Jegan 
et al., 2024). IoT allows for continuous supplier evalua-
tion, mitigating risks and supporting joint decision-making 
among SC members through Collaborative Decision Sup-
port Systems (Birkel & Hartmann, 2020; Qazi et al., 2018). 
BC further enhances transparency by enabling validation, 
automation, and tokenization, thereby preventing fraud or 
manipulation (Kalbouneh et al., 2023; Rauniyar et al., 2023). 
Moreover, Park and Singh (2023) highlight that integrating 
IT infrastructure with BDA can significantly improve knowl-
edge management capabilities, enabling firms to collect and 
analyze data from multiple sources in real time, thereby 
facilitating data-driven decision-making (Kassa et al., 2023).

This aligns with the broad academic consensus that digi-
tal and knowledge management capabilities are crucial for 
supporting mitigation policies (Shah et al., 2023). Several 
scholars discussed hybrid quantitative models that offer 
effective risk mitigation by analyzing complex interrelation-
ships among risk entities and by leveraging mathematical 
techniques (Schlüter et al., 2017). AI-based classification 
algorithms further support this effort by categorizing SC 
elements into distinct risk profiles, allowing for targeted 
mitigation strategies (Meng, 2021). Additionally, data from 
Failure Mode and Effect Analysis (FMEA) or simulation 
models provide valuable insights into risk behaviours and 
triggering factors, facilitating a deeper understanding of SC 
dynamics (Wong et al., 2023).

Research also addressed the integration of IoT and social 
media to enhance collaboration among SC stakeholders in 
crisis times (Meng, 2021). Further, I4.0 technologies can 
help mitigate global sourcing risks: for example, Hand-
field et al. (2020) discussed using web-crawler algorithms 
and ML to develop market intelligence and enhance global 
corporations’ decision-making. Finally, while a more tra-
ditional body of research primarily focuses on mitigating 
risks through reduced lead times, improved data quality, and 
enhanced collaboration, AI and BDA are also considered 
effective tools for risk mitigation, through such techniques 
as ensemble learning, random forests, and support vec-
tor machines that can model SC risk dynamics and enable 
proactive as well as reactive mitigation strategies through 
accurate predictions (Kumar & Sharma, 2023; Raman et al., 
2023; Schroeder & Lodemann, 2021).

Risk monitoring

Effective risk monitoring is important for organizations 
to proactively manage their exposure to threats. In the 
case of suppliers that could determine a disrupting effect 
despite having a rather small interruption probability, the 
monitoring phase analyzes analytic data to confirm the low 
probability (Blome & Schoenherr, 2011). Likewise, high-
probability risks require real-time surveillance to detect 

early warning signals (Deiva Ganesh & Kalpana, 2022a; 
Hoffmann et al., 2013). Only a limited number of studies 
have explicitly addressed risk monitoring with technology, 
and among these, IoT, BDA, and AI/ML are the primary 
technologies discussed.

Risk monitoring involves dynamic surveillance tailored 
to specific risk types, severity, and contextual factors. 
External risks, such as geopolitical instability, might need 
continuous news monitoring, while internal risks, like 
supplier financial health, require periodic assessments 
using metrics such as payment history, debt levels, and 
performance indicators (Spieske & Birkel, 2021). By con-
tinuously monitoring and in-depth analyzing SC informa-
tion over time, firms can gain a clear understanding and 
early warning of the evolving risk landscape, enabling 
preventive strategies and enhancing overall resilience. In 
this regard, conventional SCRM approaches often struggle 
to manage the extensive and diverse data and especially 
the extremely dynamic approach required for effective 
risk monitoring. To address these challenges, research-
ers have proposed specialized data management systems, 
early-warning processes using knowledge graphs, and 
smart information-sharing tools (Yang et al., 2023).

Technologies like the IoT, predictive analytics, and 
ML are transforming continuous risk monitoring by ena-
bling real-time data collection, early warning capabilities, 
and proactive risk prevention (Gao et al., 2020; Meng, 
2021). By the same token, technologies like support vector 
machine classifiers, semi-supervised learning, and deep 
learning focus on analyzing the data to identify abnormal 
conditions (Žigienė et al., 2022). These techniques ena-
ble sophisticated analysis of complex datasets, providing 
critical insights into understanding vendor trustworthiness 
(Žigienė et al., 2022) or monitoring financial risks (Raman 
et al., 2023; Yang et al., 2023).

Hybrid models combining deep learning and BC have 
been developed to monitor social media data and identify 
potential disruptions (Rauniyar et al., 2023). Additionally, 
IoT-based systems integrating AI and fuzzy logic provide 
early warnings for occupational safety in specialized SCs, 
such as cold chains. ML has emerged as a cornerstone 
technology for risk monitoring, with applications ranging 
from pattern recognition using neural networks to time 
series forecasting with long-short-term memory (LSTM) 
networks (Kosasih et al., 2024). Techniques such as ran-
dom forests, gradient boosting machines, and Bayesian 
networks (BN) improve prediction accuracy (Aljabhan, 
2023), while anomaly detection algorithms like isola-
tion forests identify unusual patterns indicative of risks 
(Yang et al., 2023). Reinforcement learning is also being 
applied in dynamic risk management scenarios, offering 
adaptive solutions for evolving SC environments (Shah 
et al., 2023).
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Risk handling

Despite efforts made ex-ante to identify, assess, mitigate, 
and monitor SC risks, unwelcome events still happen. Upon 
occurrence, firms should react in the fastest and most effec-
tive way in order to reduce the effects. Proactive risk han-
dling is connected to SC’s robustness and agility (Wieland 
& Wallenburg, 2012). As both internal and external condi-
tions constantly evolve, businesses must regularly update 
their risk-handling policies to adapt quickly to changes 
(agility), maintain adaptability (flexibility), recover effec-
tively (resilience), and withstand disruptions (robustness) 
in the dynamic environment (Deiva Ganesh & Kalpana, 
2022a, b). A comprehensive SC risk-handling plan includes 
disruptions’ detection, response, and recovery (Chowd-
hury & Quaddus, 2016). Detection identifies the disrup-
tion; response implements countermeasures, like activating 
backup suppliers; and recovery restores normal operations 
by going back to the previous equilibrium or finding a new 
steady state. All these stages should be prepared ex-ante by 
issuing contingency plans.

Reducing the time gap between the occurrence of an 
event and its detection is crucial and is based on informa-
tion and visibility. For instance, Qazi et al. (2018) evalu-
ate the vulnerability of individual SC nodes and analyze 
disruption propagation using Bayesian networks and deep 
neural networks. Many I4.0 technologies, such as IoT and 
CC, have demonstrated the ability to enhance SC visibility 
by enabling tracking, tracing, and data accessibility (Rezki 
& Mansouri, 2023; Wu et al., 2024). To improve detection, 
organizations can leverage structured and extensive data-
bases, decision-making models that integrate data from 
various sources, including ERP systems, RFID, and cyber 
sources (Kalbouneh et al., 2023; Rauniyar et al., 2023). 
Ivanov and Dolgui (2021) proposed a data-driven decision 
support system that leverages on second-order cybernetics 
to capture both the physical and cyber dimensions of SCs. 
These systems can enhance learning and pattern recogni-
tion related to disruptions. Additionally, robotic process 
automation can cross-reference data and present the results 
through dashboards (De Assis Santos & Marques, 2022). 
AI-driven models enable continuous monitoring of supplier 
performance across parameters such as delivery punctual-
ity, product quality, and financial stability. This continuous 
monitoring allows for proactively identify perturbations 
before they escalate into major disruptions (Baghalzadeh 
et al., 2024).

Mapping connections between disruption factors and 
outcomes through techniques like Fault Tree Analysis and 
Discrete-Event Simulation helps in visualizing and analyz-
ing root causes (Singh & Singh, 2019). After identifying a 
disruption, descriptive and diagnostic analysis is needed to 
understand its nature, scope, and underlying causes, enabling 

the development of response and recovery policies. AI can 
help visualize and analyze existing networks, improving vis-
ibility on dependencies and potential bottlenecks (Mittal & 
Panchal, 2023). For instance, Petri Nets and Triangulariza-
tion clustering have been used to analyze SC network vul-
nerabilities and ripple effects of disruptions (Ivanov et al., 
2019; Liu et al., 2021). Furthermore, Bayesian networks can 
automatically identify interconnections among risk factors 
for various stakeholders, enabling the assessment of disrup-
tion probabilities (Baryannis et al., 2019b).

In the response phase, organizations implement actions 
to minimize disruptions severity. This phase concentrates on 
immediate countermeasures and agile responses to minimize 
consequences for the SC. Researchers agree that agility, flex-
ibility, and robustness are key SC resilience aspects to enable 
recovery from disruptions (Ivanov & Dolgui, 2021; Wieland 
& Wallenburg, 2012; Wu et al., 2024). Proactive planning 
and contingency plans are crucial for effectively respond-
ing to SC disruptions. This approach allows companies to 
anticipate issues and develop appropriate countermeasures, 
rather than reacting in crisis mode. Technology can enhance 
these efforts by enabling more effective inter-organizational 
information sharing and collaboration (Li et al., 2021). Inte-
grating BDA and BC technologies allows organizations to 
derive actionable intelligence for responding to disruptions 
(Kalbouneh et al., 2023). Similarly, Qazi et al. (2018) high-
light the use of Bayesian networks to facilitate the selec-
tion of alternative suppliers during a disruption, which can 
reduce dependency on a single source and enhance agility. 
Additionally, IoT facilitates rapid communication and data 
sharing, enabling agile decision-making and swift action to 
minimize the impact of disruptions (Aljohani, 2023; Kassa 
et al., 2023; Yang et al., 2024).

The Recovery phase restores SC to pre-disruption stand-
ards, emphasizing efforts to stabilize operations and return 
to normal functioning. This phase addresses the disruption’s 
impact, aiming to minimize downtime and ensure continu-
ity (Baryannis et al., 2019b; Raman et al., 2023). Accord-
ing to these authors, establishing redundancy is an effective 
approach to improve resilience and enable faster recovery 
from disruptions. Backup suppliers, transportation options, 
external subcontractors, and safety stocks are all examples 
of redundancy. They might be costly, but, overall, they help 
to redesign and improve the SC. The key factor influencing 
recovery is the existence of effective contingency plans, as 
well as collaborative efforts with partners to align the infor-
mation used in implementing recovery policies (Messina 
et al., 2020). Hence, effective recovery is achieved through 
real-time data from physical SC operations, such as infor-
mation from risk databases, IoT sensors, track-and-trace 
systems, and RFID (Al Ayed & Al Tit, 2023; Ivanov & Dol-
gui, 2021; Meng, 2021). The integration of disruption data 
with external risk data enables accurate simulation of how 
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different recovery policies would perform under current SC 
conditions. Analyzing the results of these simulations allows 
to compare different recovery policies’ effectiveness. This 
process empowers data analytics to function as a proactive 
learning system that generates disruption scenarios to sup-
port the design and planning of resilient SC operations (Col-
icchia et al., 2011; Gao et al., 2020; Schlüter et al., 2017; 
Wu & Olson, 2008).

Discussion

This section synthesizes insights from the previous sec-
tion to outline the transformations that are ongoing in 
SCRM due to the implementation of I4.0 technologies. 
We examine the implications of our empirical findings in 
SCRMA research with the lens of our three research ques-
tions. Given that this is the first thorough literature review 
on SCRMA, many of the following results are entirely new; 
however, we cited the papers in the extant literature that give 
confirmation of our findings.

Figure 6 synthesizes our empirical findings by presenting 
the percentage of the 51 SCRMA papers that we examined 
in depth that discuss each of the technologies in columns 
as a support for each of the SCRM phases in rows. This 
overview highlights both the technologies most frequently 
applied in SCRM and the stages of the process that have 
been the focus of prior research.

Research question 1—SCRMA process stages

Building on this overview, we address the first research ques-
tion, “Which stage or activity within SCRM is most and 
least affected by Industry 4.0 technologies?.” Our analysis 
reveals a strong imbalance across the five phases of risk 
management.

As shown in Fig. 6, the majority of contributions clus-
ter around risk detection, assessment, and mitigation, 
while (especially) monitoring and handling have received 

comparatively little attention. This skew was expected 
because the earlier phases primarily involve data gather-
ing, analysis, and processing, which are easier to automate 
with I4.0 technologies such as IoT, AI, ML, and BDA. By 
contrast, mitigation and handling involve a more decision-
making and actions-oriented approach that is comparatively 
harder to digitize. From the analysis, it is evident that the 
progression from descriptive to prescriptive approaches 
remains limited, as prescriptive practices in risk mitigation 
and handling demand complex methods and advanced ana-
lytical tools, simulation models, and optimization frame-
works. This pattern is consistent with prior work by Birkel 
and Hartmann (2020), Blome and Schoenherr (2011), and 
Spieske and Birkel (2021), who noted that monitoring, in 
particular, has been underexplored in the broader SCRM lit-
erature (none of these authors was speaking about SCRMA, 
however, but rather about SCRM). Automating this phase is 
particularly challenging due to the need to leverage a wide 
range of highly dynamic and often unstructured data sources, 
such as news, social media, or other real-time information 
sources. Thus, this phase requires hybrid technological 
approaches and infrastructure to monitor the complexity of 
interconnected SCs, which are still underdeveloped. Another 
reason why risk monitoring has received limited attention 
to date could be because its automation requires fulfilling 
the automation of previous phases. However, some progress 
has been made using AI, ML, and BDA to enable real-time 
risk assessment and proactive management, for instance, 
with advanced BDA used to exclude unqualified suppliers 
from bid solicitation while also leveraging social media to 
enhance first-tier visibility and mitigate reputational risks in 
the supply chain (Schroeder & Lodemann, 2021).

Risk handling also received a fair number of papers (half 
of our sample), but these seldom clarify how a specific 
technology group can support recovery phase activities, 
and most studies still focus on immediate response rather 
than long-term handling/recovery (Spieske & Birkel, 2021). 
However, AI is the most widely used technology for the 
response phase, but DTS can aid decision-making during 

Fig. 6   Percentage of SCRMA articles dealing with each SCRM phase and I4.0 technology
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both the response and recovery phases. So, research should 
focus on developing frameworks that leverage information 
to guide the choice of suitable recovery policies. However, 
the literature has not adequately addressed the importance of 
detecting disruptions to date (Messina et al., 2020), leaving 
considerable scope to design reliable automated systems to 
promptly identify disruptions and avoid delays in detection.

Research question 2—Support technologies

The second research question focused on identifying “Which 
I4.0 technologies are most useful in supporting different 
stages of SCRM?” The results show that AI and ML are 
the most widely applied technologies, appearing in a wide 
number of applications across all phases. The predomi-
nance of AI/ML is not surprising: first, because this family 
of technologies is currently experiencing global hype, and 
second, because their appeal lies in their ability to harvest 
dynamic, variable, and unstructured information from a 
wide variety of mostly unknown and frequently little trust-
able data sources, and, even more challenging than that, to 
give them a sense. For example, AI/ML techniques are par-
ticularly effective in risk detection, where they provide an 
alternative to expert-driven assessments, even when working 
with imbalanced datasets (Baryannis et al., 2019b). Appli-
cations include text mining to identify risks from external 
data (Chu et al., 2020; Shah et al., 2021), natural language 
processing to improve the efficiency of risk identification 
algorithms (Er Kara et al., 2020), and reinforcement learn-
ing and transformer-based models such as BERT, GPT, 
and T5 for dynamic decision-making (Baghalzadeh et al., 
2024). For example, prewave is an AI-driven platform 
that integrates web crawling, natural language process-
ing, and classification models to evaluate multi-tier sup-
plier risks. By extracting insights from supply chain data, 
news sources, and social media, it generates early alerts on 
compliance threats, including environmental degradation, 
human rights violations, and corruption. Its deployment by 
leading manufacturers such as the Volkswagen and BMW 
Groups enhances supply chain transparency and enables 
proactive mitigation of operational and regulatory disrup-
tions (Prewave, 2025). However, current AI/ML applica-
tions are largely limited to relatively simple scenarios, and 
their broader SCRMA potential remains underexplored. For 
example, future research could experiment with the usage of 
AI/ML techniques such as graph neural networks, support 
vector machines, or deep neural networks to automate the 
largely overlooked risk monitoring phase (Yang et al., 2023; 
Yang et al., 2024).

Following AI/ML, BDA and IoT represent the second 
and third most widely studied technologies. BDA is pre-
sent across all phases but particularly in mitigation and 
handling, often with a descriptive rather than prescriptive 

focus. IoT follows, enabling the collection of valuable real-
time data, which can then be ingested and processed by BDA 
and AI/ML. For example, in pharmaceutical supply chains, 
this reduced delivery delays by 20% (Wong et al., 2023), 
and in logistics firms such as DHL and FedEx, the com-
bination of IoT and ML generates and analyzes large data 
pools, to optimize transportation and improve disruption 
visibility (Schroeder & Lodemann, 2021). Other technolo-
gies, such as CC, CPS, DTS, and BC, are less represented 
despite strong potential. CC could provide the infrastruc-
ture to handle, store, and ensure accessibility of real-time 
data required, especially in the mitigation, monitoring, and 
handling phases; accordingly, in our sample, these three 
phases are the most frequently treated by this technology. 
Despite its potential, authors argue that “data accessibility 
still poses some limitations” (Baghalzadeh et al., 2024; Chu 
et al., 2020), thus indicating space for further research on 
improving the ability to search, gather, and make sense of 
freely accessible or purchasable data. Yet, CC also raises 
issues regarding data quality and reliability, emphasizing 
that text cleaning, verification, and processing of input data 
are essential prerequisites to feed SCRMA analytics.

However, BC, CPS, and DTS highlight a thematic shift 
from isolated data processing toward system-wide intelli-
gence, simulation, and trust-building. CPS embeds intel-
ligence into physical objects and environments, enabling 
autonomous decisions, adaptation to changing conditions, 
and performance optimization. This is highly relevant to 
risk mitigation, handling, and monitoring, where decision-
making is most intensive. However, their integration into 
supply chains set data security risks, highlighting the need 
for research on how CPS can contribute to SCRMA without 
putting valuable data at risk. DTS further enhances decision-
making, as it is “often used to perform what-if analyses on 
complex systems fed with real-time data” (Ivanov & Dolgui, 
2021). This enables quick responses in complex situations. 
DTS is especially promising in risk assessment, mitiga-
tion, monitoring, and handling phases, where its simulation 
capacity can reveal the effects of threats or perturbations.

BC adds value by certifying transactions and reducing 
information asymmetry, fraud, and improving trust. By con-
necting supply chain actors, BC enables the SC perspective 
to obtain more resilient and less failure-prone relations. It 
proves especially useful in risk prevention within the mitiga-
tion phase, in monitoring, and in handling, fostering resil-
ience and trust across supply chain partners (Schlüter et al., 
2017). Hence, CPS and DTS show promise for decision-
intensive stages (Ivanov & Dolgui, 2021), and blockchain 
can reduce fraud and strengthen trust (Schlüter et al., 2017), 
yet empirical applications in SCRM are scarce.

More physical technologies such as AM and IR are 
almost absent from SCRMA studies despite their potential 
to enhance resilience. This limits our understanding of the 
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implementation of I4.0 in SCRM (Spieske et al., 2023), even 
though these technologies have been identified as promis-
ing opportunities to support future SCRMA advancements 
(Baryannis et al., 2019a). It is evident from the analysis that 
existing gaps in technological capability and organizational 
readiness create significant asymmetries in the adoption 
of Industry 4.0 technologies, often resulting in a skewed 
emphasis on particular or groups of technologies. The com-
plex technologies such as CPS, DTS or BC face relatively 
higher implementation challenges compounded by limited 
interoperability, persistent data silos, and limited access to 
real-time connectivity. Hence, more research is needed on 
the practical applications and empirical research of these 
less discussed technologies (Kalbouneh et al., 2023; Mani 
et al., 2017; Schroeder & Lodemann, 2021).

Research question 3—Maturity level

Our third research question asks: “Which is the level of 
maturity achieved by the implementation of I4.0 technolo-
gies in SCRM?” The findings show that SCRMA is still at 
a relatively early stage of development, with most studies 
fragmented, experimental, and technology-push rather than 
systematically integrated.

Risk detection is the most developed area, with more 
than three-quarters of reviewed papers addressing it. This 
suggests tangible progress toward business applications, 
although current frameworks often neglect the dynamic 
nature of risks. For instance, geopolitical and microeco-
nomic risks gained attention only after the COVID-19 pan-
demic (Chu et al., 2020; Park & Singh, 2023). Reputational, 
policy, and regulatory risks particularly related to sustain-
ability also remain underexplored (Mani et al., 2017). Fur-
thermore, nuanced approaches to risk classification remain 
underdeveloped in areas such as cyber threats (Deiva Ganesh 
& Kalpana, 2022a; Tang & Nurmaya Musa, 2011).

The risk assessment phase shows moderate maturity. Con-
ceptual models for risk assessment tools in evaluating the 
likeliness and the magnitude of their SC risks are well estab-
lished, yet the literature lacks comprehensive frameworks 
that thoroughly address risk antecedents, key vulnerabilities, 
and the interconnectedness of various risks, underscoring 
the need for a more holistic approach to risk assessment. By 
the same token, while literature largely measures risks in 
financial terms, future studies should also address intangible 
losses such as credibility, reputation, authority, and trust. 
Moreover, the scarcity of empirical case studies restricts 
practical implementation, leaving a gap between theory and 
application (Al Ayed & Al Tit, 2023; Birkel & Hartmann, 
2020; Fischer et al., 2020).

Risk mitigation research is less mature, despite being 
covered by more than two-thirds of the scrutinized studies. 
Technological improvements in detection and assessment 

have not translated into faster or more effective mitigation 
strategies. Similarly, risk handling and monitoring remain in 
their infancy, with limited evidence of business-ready appli-
cations and frameworks.

Yet, by looking at the big picture that emerges from our 
literature review, instead of focusing on single phases or 
technologies within the SCRMA process, some other and 
more fundamental flaws of extant research emerge in full 
light. For instance, a relevant limitation found in the scruti-
nized papers is that most contributions rely on single tech-
nologies. Only limited literature explores hybrid approaches 
integrating multiple methods (Jegan et al., 2024). Mirror-
ing this failure of extant literature to exploit integration and 
interoperability among different technologies, we also expe-
rienced a lack of integrated approaches encompassing all 
or several phases of the SCRM process. Out of 51 papers, 
just one (Deiva Ganesh & Kalpana, 2022a) attempted a 
comprehensive approach addressing all key SCRM phases, 
which highlights that the current state of research has not 
embraced an integrated approach yet. Thus, it emerges that 
the current literature is fragmented across phases and tech-
nology applications, with little integration, which opens up 
a wide space to develop research in more encompassing and 
integrated approaches. Hybrid models integrating multiple 
data sources and technologies could provide a more com-
prehensive approach to risk management (De Assis Santos 
& Marques, 2022; Kassa et al., 2023), though this remains 
another area open to further investigation.

Although some research has addressed the application 
of digital technologies to individual risks, considerably less 
attention has been given to analyzing the interactions and 
interdependencies among different risks, despite their cor-
related nature. For example, if a financially weak supplier 
operates in a geopolitically risky country, it is not clear 
whether its weak financial statements already incorporate 
the difficulty of operating in such a risky environment, or 
whether this condition should further increase the likelihood 
of supply interruption. Only a few recent contributions (Gao 
et al., 2020; Mittal & Panchal, 2023; Spieske et al., 2023) 
have begun to explore cross-risk interactions. So, develop-
ing cross-risk models remains a promising avenue for future 
research.

Moreover, most SCRM research has been conducted 
primarily from the perspective of a focal firm, with lim-
ited attention to inter-organizational relationships. Yet, 
firms are not only concerned with their tier-1 suppliers 
but increasingly require visibility across their entire sup-
ply chain. Despite this, research on the impact of SCRMA 
at the broader supply chain level is limited, and further 
empirical evidence and more integrated and encompassing 
theoretical models are needed to understand how digital 
technologies can help manage disruptions and risks across 
whole SCs. Overcoming this limitation might require the 
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use of both qualitative and quantitative data, which can 
support broader exploration and application of advanced 
analytics (Raman et al., 2023). DTS technologies could 
help to reinforce our handling of complex relationships 
among different risks or firms along the SC, so aiming 
SCRMA research towards a more holistic direction.

Further, very few of the scrutinized studies include 
real-world case applications, limiting the practical trans-
ferability of findings (Aljabhan, 2023; Gao et al., 2020; 
Kosasih et al., 2024; Schlüter et al., 2017). These find-
ings suggest that SCRMA has not yet matured to a point 
where technologies can reliably support practically usable 
solutions. Advancing maturity will require empirical case-
based studies, hybrid models, and inter-organizational 
approaches that consider multi-tier supply chains.

Finally, the literature highlights that while SCRMA 
aims to prevent costly disruptions, implementing I4.0 
technologies can come with even higher costs than those 
connected to potentially mitigated risks and therefore raise 
doubts related to their returns on investment. Approaches 
such as Extended Performance Analysis have been pro-
posed to evaluate returns on RFID adoption (Schlüter 
et al., 2017), but further research is required to establish 
robust cost–benefit frameworks, to assess the trade-offs 
between costs and benefits, before businesses can be fully 
confident to invest in these systems.

Putting all these limitations together and further con-
sidering that many of the most-used technologies are 
quite obviously in their infancy, it is shown that the matu-
rity of the field is still low, not just in terms of techno-
logical adoption but also in conceptual and empirical 
development.

Conclusion and main contributions

This paper explores how I4.0 technologies can improve 
SCRM, using a two-level structured literature review on 
SCRMA: we firstly used a set of 171 papers to perform a 
descriptive analysis and then restricted our selection to 
51 to perform a more detailed content analysis. To our 
best knowledge, it is the first thorough SCRMA literature 
review issued to date. We explored the 51 selected papers 
with the lens of the five typical SCRM phases: detection, 
assessment, mitigation, monitoring, and handling of risks. 
For each, we identified and discussed the data gathered, 
the algorithms and models through which it is processed, 
and the specific 4.0 technologies used to do so.

We discuss the main takeaways of this study in two sec-
tions dedicated to theoretical and managerial implications, 
and then, we present the main limitations of this study.

Theoretical implications

This study contributes to the enhancement of SCRMA theo-
retical knowledge in three main ways. The first one is by 
setting a clear, complete, and up-to-date status-of-the art of 
research on this discipline. Our 171 papers-strong descrip-
tive analysis showed that SCRMA research is experiencing 
a hype in terms of the number of publications issued in sci-
entific papers and illustrated that this is happening mainly 
in operations management journals. Our detailed content 
analysis advances the theoretical understanding of how 
the five phases of SCRM are digitalized through nine focal 
Industry 4.0 technology families. We found that AI/ML, 
BDA, and IoT are the most used technology families, espe-
cially adopted within the detection, assessment, and mitiga-
tion phases. On the grounds of this detailed map, the review 
presents a novel theoretical distinction between phases 
readily digitalized and conceptually nascent phases that 
are harder to digitalize. Detection and assessment, which 
primarily involve information gathering and analysis, are 
naturally suited to data collection and processing technolo-
gies (Das et al., 2025) such as AI, IoT, and BDA. Mitigation 
and handling, in contrast, involve complex decision-making 
and action, making them harder to digitize. This distinction 
contributes to theory by clarifying that digitalization is not 
uniform across phases but contingent upon the cognitive and 
operational demands of each stage. It helps explain why pro-
gress is clustered in early phases, while later stages require 
more advanced and integrated technological approaches.

The second valuable result of our study is to highlight the 
main gaps that emerge from our literature review. By sys-
tematically mapping technologies across phases, we clari-
fied the differential of suitability in adoption. We identified 
largely overlooked technologies such as DTS, CPS, and 
BC, which hold significant promise for advancing decision-
making in SCRMA. Moreover, our study highlights that 
existing literature is disproportionately focused on early 
phases of risk management (risk detection and assessment) 
(Blome & Schoenherr, 2011; Spieske & Birkel, 2021), with 
far less attention to monitoring and handling. Yet, the most 
relevant gaps of the extant research body emerge more from 
a holistic view, rather than from these specific drilldowns. 
For instance, we found that often I4.0 technologies are used 
in isolation, without systematically linking them to some/all 
SCRM phases (Baryannis et al., 2019b; Ivanov & Dolgui, 
2021). By the same token, we also found a relative lack of 
hybrid approaches adopting several I4.0 techniques together, 
while studies focused on just one or a few technologies 
abound. Moreover, this study highlights the limited attention 
dedicated to inter-organizational relationships, particularly 
in multi-tier supply chains and cross-supplier dynamics in 
SCRMA (Mittal & Panchal, 2023; Schroeder & Lodemann, 
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2021). Another clear gap of the extant research is the mini-
mal number of practical case studies that we found in the 
51 examined papers (Aljabhan, 2023; Gao et al., 2020; 
Kosasih et al., 2024). Overall, these gaps point to the fact 
that researchers are just beginning to develop digital applica-
tions of SCRM, and thus we are still assisting to an initial, 
technology-push SCRMA phase.

Finally, our study advances the discussion by focusing on 
the gaps identified in existing studies which highlights the 
main paths to deliver new and fruitful SCRMA research. 
The most obvious findings here are about the SCRMA pro-
cess phases and technologies that were found to be most 
overlooked by extant research. In fact, mainly decision-
intensive phases such as monitoring and handling remain 
underexplored despite their critical importance, revealing 
a theoretical blind spot and creating avenues for advancing 
literature. Moreover, intensifying research on DTS, CPS, and 
BC technologies could establish a wider and clearer theoreti-
cal basis for understanding which technologies can be inte-
grated in SCRMA, and which will remain just conceptual 
opportunities. But by far the most promising research paths 
that leave plenty of room for researchers to deliver new and 
fresh insights are to develop new theoretical models and 
case studies approaching SCRMA with a wider multi-tier, 
multi-risk, and multi-technique approach and to build resil-
ient, anti-fragile, and adaptive systems against disruptions.

Managerial implications

Our findings highlight several key business implications as 
well. First, technology selection should align with the spe-
cific requirements of each SCRM phase. For example, in 
the context of risk detection and assessment, AI/ML, IoT, 
and BDA have received the most research attention and pro-
vide businesses with actionable insights. Hence, Firms can 
leverage these technologies to enhance the identification 
of risks. Managers should be aware, however, that existing 
frameworks often overlook the dynamic nature of and the 
interconnections among risks, necessitating careful adap-
tation of technological tools to address both tangible and 
intangible impacts.

Second, decision-intensive stages such as mitigation, 
monitoring, and handling require more advanced technolo-
gies, like digital twins, CPS, and blockchain. Although risk 
mitigation and handling have received some research atten-
tion, the field remains nascent, and empirical evidence on 
practical applications is limited. Managers should therefore 
avoid uniform adoption strategies and instead tailor tech-
nology choices to the distinct needs and maturity of each 
SCRM phase. Incremental adoption, through pilot projects 
and small-scale experiments, is recommended to test tech-
nologies, refine processes, and minimize risks before scaling 

up. Successful applications in logistics monitoring, where 
IoT and AI have improved responsiveness, illustrate the 
value of gradual adoption.

Third, investment decisions must carefully consider 
cost–benefit trade-offs. While I4.0 technologies can reduce 
disruptions and enhance resilience, they require substantial 
upfront resources, and their returns are not guaranteed, par-
ticularly for less mature SCRM phases such as risk handling 
and monitoring. Firms should evaluate both tangible out-
comes (e.g., reduced delays) and intangible benefits (e.g., 
reputation, trust, and credibility) when assessing potential 
returns. Frameworks such as Extended Performance Analy-
sis (Schlüter et al., 2017) can support these evaluations but 
may require further adaptation to account for the full range 
of economic, operational, and reputational impacts.

Finally, supply chain resilience requires collaboration 
across organizational boundaries. Most research focuses 
on focal firms, yet disruptions often cascade across mul-
tiple tiers. Managers should therefore prioritize visibility 
beyond tier-one suppliers, using technologies such as IoT 
and blockchain to strengthen transparency and coordina-
tion. Collaborative initiatives can also help address persis-
tent challenges related to data quality, interoperability, and 
trust, which remain critical obstacles in translating research 
insights into effective business practice.

Overall, the above-described context confirms a rela-
tively low level of SCRMA maturity, with scientific papers 
starting to ramp up in the last 4–5 years, many different 
and frequently unrelated approaches attempted, scarcity 
of consequentiality, and lack of integration. This is further 
confirmed by the industrial context, where companies strug-
gle to apply SCRMA technologies due to data-related chal-
lenges, including inconsistent quality, limited availability, 
and integration difficulties with existing systems, resulting 
in a lack of visibility (Mittal & Panchal, 2023; Schroeder & 
Lodemann, 2021).

Limitations

Despite the rich set of findings it provides, this study is not 
without limitations. We think that these limitations should 
be taken into consideration by readers to appropriately 
evaluate above-discussed takeaways. First, our findings are 
based solely on peer-reviewed international journal articles, 
excluding grey literature and conference papers.

Additionally, the study considers only nine technol-
ogy families; thus, incorporating other relevant technolo-
gies could be a valuable extension for future research. As 
an extension of I4.0, Industry 5.0 should be explored in 
future research as a complementary to SCRMA, leveraging 
human–machine synergy to incorporate human insight into 
digital models for more effective responses to disruptions 
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like geopolitical events or climate-related crises. It better 
supports risk handling and risk mitigation, where more com-
plex decisions are made.

Furthermore, the current study primarily focuses on sup-
ply chain and management perspectives, while a deeper 
analysis of the technologies themselves could offer further 
insights and enrich the understanding of their capabilities 
and limitations. 
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