Chapter 6 ®)
Diagnosis of Active Systems with Cress
Candidate Priority

Gianfranco Lamperti

Abstract Diagnosis of an active system (AS), an asynchronous and distributed
discrete-event system, is typically abduction-based: given a temporal observation,
the diagnoses, or candidates, are generated based on a complete model of the AS,
where a candidate is a set of faults explaining the temporal observation. A critical
problem, which is common to all approaches of model-based diagnosis, is a large
number of candidates: this is a serious threat to diagnosticians, owing to the cognitive
overload imposed by an overwhelming stream of information and, worse still, to the
uncertainty raising from a large set of different diagnoses. This criticality is exacer-
bated by assuming that both the candidates and the relevant recovery actions, possibly
performed by an artificial agent, are required in real time, like in a nuclear power
plant or in a defense system. Since candidates with low cardinality are more probable
than candidates with high cardinality, it seems appropriate to generate candidates in
ascending order of cardinality, from most to least likely. This way, an agent is not
required to wait for the complete generation of candidates to perform the recovery
actions that are associated with the most probable diagnoses. A diagnosis technique
for ASs with prioritization of candidates is presented. Evidence from experimental
results shows that the diagnosis technique is not only sound and complete, inasmuch
all and only correct candidates are generated, but also effective in providing the most
likely candidates upfront.

6.1 Introduction

Diagnosis has always been a challenging task for Artificial Intelligence. Up to the
mid-eighties, all approaches to diagnosis were heuristics-based: the knowledge of a
human expert in a specific domain was embedded in a software system in form of rules
mapping symptoms to possible diagnoses. No deep knowledge (i.e., knowledge on
how the system works) was required, but only the experience of a diagnostician. Sub-
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sequently, the diagnosis became model-based: a model of the normal behavior of the
system is given in input to a diagnostic engine, which, based on a set of observations,
generates the relevant diagnoses, called candidates, a candidate being a set of faulty
components. Model-based diagnosis is grounded on the seminal works of Reiter [13],
where a general theory of diagnosis is formalized in first-order logic, and de Kleer
and Williams [6], where a general diagnostic engine is presented and experimented
in the domain of troubleshooting digital circuits. In contrast with heuristics-based
diagnosis, model-based diagnosis does not require any domain-dependent human
expertise, but only a model of the normal (correct) behavior of the system: the dis-
crepancy between the predicted (correct) behavior and the observed (faulty) behavior
suffices to enumerate the candidates (diagnoses). The process for candidate genera-
tion requires two steps: (1) identification of the conflict sets, and (2) computation of
the hitting sets. A conflict set is a set of components (e.g., devices in a digital circuit)
such that, assuming that all of them behave correctly is logically inconsistent, in other
words, at least one of them must be faulty: this is why this approach is also called
consistency-based. Hitting sets are then generated from conflict sets in such a way
that each hitting set intersects all conflict sets, that is, it includes at least one com-
ponent from each conflict set. For instance, given the conflict sets {a, b} and {a, c},
possible hitting sets are {a} and {b, c}. Since the number of possible hitting sets may
be very large, the diagnosis technique generates minimal hitting sets only: there is
no hitting set that contains another hitting set. In our example, the hitting set {a, b} is
not minimal, as it includes {a}. Since the generation of both the conflict sets and the
hitting sets are NP-hard problems, several techniques were proposed to make these
two steps more efficient, possibly at the expense of completeness, including [1, 5,
16]. Assuming that the diagnoses are required under stringent time constraints, as is,
for example, in a nuclear power plant or in a defense system, waiting for all the can-
didates may be less than desirable, as candidates with low cardinality (including few
components) are generally more probable (hence, more valuable) than candidates
with high cardinality (including many components). This is why it is paramount
to the viability of a diagnostic system that candidates are generated in ascending
order of cardinality, from most to least likely, so that a (possibly artificial) agent is
enabled to perform effective recovery actions in real time, based on most realistic
diagnoses [15, 17]. Consistency-based diagnosis is not the only technique adhering to
the model-based paradigm: when time-varying (dynamical) systems come into play,
abduction-based diagnosis may be a better choice, especially for discrete-event sys-
tems (DESs), which are the subject of a vast literature in the Control Theory [3].
Unlike the consistency-based approach, abduction-based diagnosis requires a com-
plete model of the system, including both normal and faulty behavior. When the
DES is distributed, each component is modeled as a finite automaton, where each
state transition may be qualified either as normal or faulty. A trajectory of the DES,
namely, a sequence of component transitions from the initial state of the DES to a
final state, generates a sequence of observations associated with some (observable)
transitions, namely a temporal observation, which is regarded as a symptom of the
DES: the diagnostic engine may generate the candidates (sets of faults) by finding
out the trajectories of the DES that conform with a given temporal observation, each
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trajectory associated with a (not necessarily distinct) candidate. Abduction-based
diagnosis of DESs is grounded on the seminal work of Sampath et al. [14], where
the notion of diagnosability of a DES is coined and a diagnoser is defined in order
to support the online diagnostic task efficiently. Other approaches to the diagno-
sis of DESs include [2, 4, 8-10, 12]. For the same reasons expressed above for
consistency-based diagnosis, minimal diagnosis of DESs is proposed in [18], where
minimal diagnosability is studied and a minimal diagnoser is proposed. What makes
the construction of a diagnoser impractical for a real DES, however, is the need to
first generate the space of the DES, whose number of states is exponential at least in
the number of components. This is why, in this paper, we assume the unavailability
of both the space and the diagnoser of the AS. We also assume that the diagnosis is
required as soon as possible in order to be handled by an artificial agent designed
to perform relevant recovery actions in real time. We propose a diagnostic engine
where candidates are generated in ascending order of cardinality, from most to least
likely, so that the most valuable diagnoses are generated upfront.

6.2 System Modeling

An active system is a network of components that are modeled as communicating
automata. Each component is equipped with some input and/or output pins, where
each output pin is connected with an input pin of another component by a link.
A component changes its state by a transition that is triggered by an event either
occurring outside of the system or coming from another component, after which the
event is consumed, while other events may be generated on output pins. The newly
generated events are placed on input pins of other components via links, thereby
possibly triggering a cascade of additional transitions of different components. The
behavior of an active system is assumed to be asynchronous: only one component
transition at a time can occur.

Example 1 Depicted on the top-left of Fig. 6.1 is an active system P (protection) that
is designed to control a cooling system by means of two components: a transducer z
(incorporating a temperature sensor) and a valve v, with a link from z to v. In normal
conditions, when the temperature becomes high, the transducer commands the valve
to open in order to let the cooling fluid flow; vice versa, when the temperature returns
to normal, the transducer commands the valve to close. Outlined on the bottom-left
of the figure are the communicating automata of z (top) and v (bottom). Specifically,
the model of z involves two states and four transitions, while the model of v involves
two states and eight transitions. Generally speaking, each component transition from
a state s to a state s’ that is triggered by an input event e and generates a set of
output events E is denoted by a triple (s, (e, E), s’). Component transitions in P are
detailed in Table 6.1.

Starting from an initial state x¢, an active system reacts to a triggering event by a
sequence of component transitions that moves the active system from x, to another
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State 7
(high,closed) ¢
Y
State 1
(high, closed) op

z2

State 0
(low,closed) ¢

z 4 v 6

State 2
(low,closed) cl

State 3
(low, open) ¢
z1

State 4
(high, open)

op

Fig. 6.1 Top-left: active system P, involving transducer z and valve v; bottom-left: models of z
(top) and v (bottom); right: Space(P), where the (filled) initial state is O

Table 6.1 Details of transitions of z and v (cf. component models in Fig. 6.1)

Component transition

Details

z1 = (low, (ko, {op}), high)

The transducer detects high temperature and generates the
open event

7o = (high, (ok, {cl}), low)

The transducer detects low temperature and generates the
close event

z3 = (low, (ko, {cl}, low)

The transducer detects high temperature, yet generates the
close event

z4 = (high, (ok, {op}), high)

The transducer detects low temperature, yet generates the
open event

v) = (closed, (op, ¥), open)

The valve reacts to the open event by opening

vy = (open, (cl, ¥), closed)

The valve reacts to the close event by closing

v3 = (closed, (op, ¥), closed)

The valve does not react to the open event and remains
closed

v4 = (open, (cl, ¥), open)

The valve does not react to the close event and remains open

vs = (closed, (cl, ?), closed)

The valve reacts to the close event by remaining closed

ve = (open, (op, ¥), open)

The valve reacts to the open event by remaining open

The valve reacts to the close event by opening

(
(
v7 = (closed, (cl, #), open)
vg = (open, (op, V), closed)

The valve reacts to the open event by closing
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state x, called a trajectory. The (possibly infinite) set of trajectories of the active
system is the language of a finite automaton, called the space of the active system.

Definition 1 The space of an active system X is a finite automaton,
Space(X) = (2, X, 1, x0) 6.1)

where the alphabet ¥ is the set of component transitions, X is the set of states, where
a state is a pair (C, L), with C being the array of states of components and L being
the array of the (possibly empty) events within links', 7 is the transition function
mapping a state and a component transition into a new state, 7 : X X X +— X, and
Xo is the initial state.

Example 2 The space of P (cf. Example 1), namely Space(P), is shown on the right
side of Fig. 6.1, where boxes and arcs indicate states and transitions, respectively,
with initial state 0. Each state, which is identified by a number in 0..7, embodies
the pair of the component states of z and v, as well as the (possibly empty) event
in the link. Due to cycles in the space, there is an infinite number of trajectories of
P, such as T = [z3, vs, 21, V3, 24, V3, 22, Us], Which, incidentally, terminates in the
initial state.

6.3 Observability and Abnormality

The specification of an active system as given is insufficient for diagnosis purposes: it
needs to be augmented with information about the observability and the abnormality
of the system, both of them being specified in a mapping table.

Definition 2 Let T be the set of component transitions in an active system &', let O
be a finite set of observations for X, let F be a finite set of faults for X, and let €
denote the empty symbol. The mapping table of X is a function:

Map(X) : T — (O U {e}) x (FU {e}). 6.2)

In practice, Map(X') can be represented as a set of triples (¢, o, f), witht € T, 0 €
O U {e},and f € F U {€}, where each triple defines the observability and abnormality
of t, specifically: if o # ¢, then t is observable, else t is unobservable; also, if f # ¢,
then ¢ is faulty, else t is normal.

Example 3 The mapping table of active system P is listed on the left side of
Table 6.2, where O = {0z, ov} and F = {fz3, fz4, fv3, fv4, fv7, fvs}, which are detailed
on the right side of the figure. Only one observation label is provided for both the
transducer and the valve, namely oz and ov, respectively, each being associated with

! Formally, an empty link contains an empty event, denoted &.
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Table 6.2 Mapping table Map(P) (left), and details of observations and faults (right)

! ° ! o Observation details

“ o ¢ 0z The transducer performs a normal action

@ o ¢ ov The valve reacts (possibly abnormally) to an event

23 € fz3

24 € a4

vl v ¢ f Fault details

:Z :v ;/3 fz3  The transducer generates the c/ event iflstead of op
Jfz4  The transducer generates the op event instead of ¢/

N ¢ Fra fvz  The valve remains closed upon the open command

v o ¢ fv4  The valve remains open upon the close command

vo v F fv7  The valve opens upon the close command

v o fvr fvs  The valve closes upon the open command

vg ov fvs

several (still not all) transitions. For instance, transition z; is observable and nor-
mal, z3 is unobservable and faulty, whereas v; is both observable and faulty. Owing
to the possible association of the same observation with several transitions, uncer-
tainty still remains in determining the actual component transition based solely on
the observation occurred.

According to amapping table, each trajectory of an active system can be associated
with both a temporal observation and a diagnosis.

Definition 3 Let 7 be a trajectory of an active system X'. The temporal observation
of T is the sequence of the observations associated with the component transitions
inT,

Obs(T)=[o|t€T,(to,f)eMap(X),0#¢]. (6.3)

A temporal observation O conforms with a trajectory T iff O = Obs(T).?

Example 4 According to the mapping table Map(’P) in Table 6.2 and considering
the trajectory T = [z3, vs, 21, V3, 24, U3, 22, Us], we have Obs(T) = [ov, oz, 0z, ov].

Definition 4 Let T be a trajectory of an active system X'. The diagnosis of T is the
set of faults associated with the component transitions in 7',

Dgn(T)={f|teT,(t o, f)eMap(X), f #¢}. (6.4)

A diagnosis 0 explains a temporal observation O if § = Dgn(T') and O conforms
with T'. The cardinality (number of faults) of § is denoted |6].

2 The same temporal observation () may conform with several (possibly infinite) trajectories.
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Example 5 Considering Map(P) in Table 6.2 and T = [z3, vs, 21, V3, 24, V3, 22, Us]
in Example 2, we have Dgn(T) = {fz3, fvs, fz4}.

Since a temporal observation O may conform with several trajectories of the
active system, several (candidate) diagnoses may explain O.

Definition 5 Let O be a temporal observation of an active system X'. The candidate
set of O is the set of diagnoses of the trajectories of X conforming with O,

A(O) = {6 | § = Dgn(T), T € Space(X), O = Obs(T)}. (6.5)

Example 6 Let O = [ov, 0z, 0z, ov] be a temporal observation of active system P.
Based on Space(P) inFig. 6.1 and Map('P) in Table 6.2, itis easy to find out that A(QO)
includes six diagnoses, or candidates, namely {fz3, fv3}, {fz3, fz4, fv3}, {fz3, fv3, fv7},

(123, fz4, fv3, 7}, {23, Vs, foa, fo7}, and {fz3, fz4, fv3, fva, fo7}.

6.4 Diagnosis Abduction

The candidate set of a temporal observation O of an active system X can be deter-
mined by generating a subspace of Space(X) involving all and only the trajectories
of X that conform with O, called a diagnosis abduction.

Definition 6 Let O = [0y, ..., 0,] be a temporal observation of an active system
X, with Space(X) = (X, X, 7, xo) and set of faults F involved in Map(X). The
diagnosis abduction of X based on O is a finite automaton,

Abd(X,0) = (2, A, 7', ag, Ay) (6.6)

where A is the set of states, with each state being a triple (x, d, i), where x € X,
5 €2F andi € [0..n] is an index of O; ay = (xo, @, 0) is the initial state; A C A
is the set of final states, where the index i in each final state equals n (0, being
the last observation in O); and 7" : A x X + A is the transition function, where
0'((x,0,0),t) = (x',0',i")iff 7(x, 1) = x’,and, being (¢, 0, f) the triple in Map(X):
if f=cthend =delsed =0U{f}, and, if o = ¢ then i’ =i, else, if i < n and
0 = 041, then i"=i+1.

Example 7 Let O = [ov, 0z, 0z, ov] be a temporal observation of active system P.
Based on Map(P) (Table 6.2), depicted in Fig. 6.2 is Abd (P, ©O), which includes 21
states (labeled O, . . ., 20), where the initial state is 0, while the (twelve) final states
are in bold. Each state is marked with a state in Space(P) expressed as a pair of
component states, a (possibly empty) event in the link, a vector of bits denoting a
diagnosis, where each bit by, k € [1 .. 6], indicates whether the k-th fault in the list
[fz3, fz4, fv3, fv4, fv7, fvs] is involved (b = 1) or not (b; = 0) in the diagnosis, and
anindex i € [0..4] of O. For instance, state 10 indicates that the states of z and v are
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State 0
(low,closed) & (000000) O
lz3
State 1
(low,closed) cl (100000) 0O
¢v5
State 2
(low,closed) € (100000) 1
kl
State 3
(high,closed) op (100000) 2
&/3
State 4
(high,closed) ¢ (101000) 2
z2 z4
State 5 State 6
(low,closed) cl (101000) 3 (high,closed) op (111000) 2
/ ¥v5 573124
State 7 State 8 State 9
(low,open) & (101010) 4 (low,closed) ¢ (101000) 4 (high,closed) ¢ (111000) 2
lz3 lz?; izZ
State 10 State 11 State 12
(low,open) cl (101010) 4 (low,closed) cl (101000) 4 (low,closed) cl (111000) 3
b}4 v7 \\\\\z?
State 13 State 14 State 15
(low,open) e (101110) 4 (low,open) e (111010) 4 (low,closed) (111000) 4
L €v4 lz3 lz3
State 16 State 17 State 18
(low,open) cl (101110) 4 (low,open) cl (111010) 4 (low,closed) cl (111000) 4
1%
State 19
(low,open) & (111110) 4
L #vﬁl
State 20
(low,open) cl (111110) 4

Fig. 6.2 Abd(P, O): the diagnosis abduction of P based on the temporal observation O =
[ov, 0z, 0z, ov], with initial state 0 and final states being depicted in bold

low and open, respectively, the link contains event cl, the diagnosis is {fz3, fv3, fv7},
and the index of O is i = 4 (hence, the trajectory ending in state 10 conforms with
0).

Proposition 1 Let O = [0y, ..., 0,] be a temporal observation of an active system
X, and let At be the set of final states in Abd(X, O). We have

AO) ={0] (x,4,n) € A¢}. (6.7)

Example 8 Based on Abd(P, O) in Fig. 6.2, the diagnoses associated with the final
states are {fz3, fv3} (states 8 and 11), {fz3, fz4, fv3} (states 15 and 18), {fz3, fv3,fv7}
(states 7 and 10), {fz3, fz4, fv3, fv7} (states 14 and 17), {fz3, fv3, fv4, fv7} (states 13 and
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16), and {fz3, fz4, fv3, fv4, fv7} (states 19 and 20), which, as claimed in Proposition 1,
collectively constitute the candidate set A(Q) determined in Example 6.

6.5 Prioritized Diagnosis Engine

Since not all candidates are equally probable, candidates are to be generated in
ascending order based on their cardinality, on the grounds that the lower the car-
dinality, the more likely the candidate is the actual diagnosis (the diagnosis of the
actual trajectory).

Definition 7 Let A(O) = {41, ..., J,,} be a candidate set. An ascending ordering
of A(O) isasequence A* = [d], ..., d, ]suchthat{0],...,d,} ={d1,..., 0y} and
Vk € [1..(m — DI(10;] < 16;41).

Example 9 Let A(O) = {01, 02, 93, 04, 05, d6}, Wwhere 61 = {fz3, fz4, fV3}, 62 = {fz3,
24, /3, o7}, 03 = {123, faa, fv3, foa, fo7), 64 = {f23, fv3), 65 = {fz3, fv3, fv7}, and 6 =
{fz3, fv3, fva, fv7}. An ascending ordering of A(O) is [dy4, 01, 05, 62, d6, I3], Where
[04] =2, 11| = 195] = 3, 162 = |d¢| = 4, and |83] = 5.

The diagnosis engine is expected to output A* incrementally so that more proba-
ble candidates are generated before less probable ones. This way, a (software) agent
designed to monitor the active system can possibly perform relevant recovery actions
in real time. An algorithm, called PRIORITIZED DIAGNOSIS ENGINE, for the incre-
mental generation of A%, is listed below (lines 1-18).% The idea is to generate the
abduction Abd (X, O) based on an ascending cardinality of the candidates, namely
C.* Only when the index of O is complete (i = n), is a candidate & generated, where
|6] = C, provided it is not in A* already (lines 5 and 6), thereby avoiding duplication
of the same candidate. The loop in lines 7-15 generates the transitions exiting the
considered unmarked state y, by computing each target state y' = (x’, ¢’, i") based
on Map(X). When there is no unmarked state with |§] = C, the cardinality C is
incremented (line 17), and the main loop (lines 3—18) is iterated based on the new
cardinality. The algorithm stops when all states are marked, in other words, when
Abd(X, O) is complete.

Example 10 Based on Abd(P, O) in Fig. 6.2, traced in Table 6.3 is the execution
of PRIORITIZED DIAGNOSIS ENGINE for P, where O = [ov, 0z, 0z, ov].> Within the

3 The input parameter Space(X) is assumed not to be materialized, since in real applications its
generation is prohibitive owing to the exploding number of states. Hence, the loop statement in line 7,
which considers each transition in Space(X), is only a formal specification that is implemented in
practice by considering each transition that is triggerable in state x, the latter being expressed as
the vector of component states and the vector of events within links.

4 As a side effect in constructing the abduction, the algorithm generates spurious states also, that
is, states that are not connected to any final state, which are therefore irrelevant.

5 Spurious states are missing in Table 6.3, as they do not contribute to candidates (cf. footnote 4).
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Algorithm 1: PRIORITIZED DIAGNOSIS ENGINE

input : X: active system with Space(X) = (X, X, 7, x9) and mapping table Map(X),

O =Joy,.

.., 0p]: a temporal observation of X

output: Abd(X,0) = (%, Y, 7/, yo, F): the diagnosis abduction of X based on O,
A*: an ascending ordering of the candidate set A(Q) generated incrementally

1 A* <[], C<«0
candidates
Create the unmarked initial state of Abd (X, O), namely yg = (xq, ¥, 0)

repeat

17 C<«~C+1

16 Mark y

// C denotes the

foreach transition (x, t,x’) in 7 do
Let (¢, o, f) be the triple in Map(X) relevant to component transition ¢
if o=cor (i <nando=o;4) then
i’ < ifo #ctheni+ lelsei
0 <« if f # ethend U {f} else §
y/ <« (x/’ 6/’ l/)
if y/ ¢ Y then
| Inserty’into Y

Insert (y, ¢, y') into 7/

18 until all states in Y are marked.

(increasing) cardinality of

while there is an unmarked state y = (x, 0, i) in Y where |§| = C do
if i =nand § ¢ A* then
L Output ¢ and append it to A*

Table 6.3 Tracing of algorithm PRIORITIZED DIAGNOSIS ENGINE (cf. Fig. 6.2)

Cardinality (C) New states in Abd(P, ©) | Candidates generated
0 0, 1
1 2,3, 4
2 5, 6, 7,811 {fz3, fv3}
3 9,10,12,15,18, 13, (fz3. fz4, fv3), {f23, fv3, fv7}
14
4 16,17, 19 a3 fea, fv3. o7}, ez, fos, foa, fo7}
5 20 {123, 124, fv3, fva, fv7}

loop in lines 4-16, for each cardinality C € [0.. 5], both the set of new states in
Abd(P, O) and the set of new candidates are shown. Final states are in bold. Boxed
(yellow) states are those generated for a given C but their cardinality is actually
C + 1. This comes from the loop in lines 7-15 generating the transition function of
an unmarked state y, which amounts to computing a/l the transitions (y, ¢, y’) exiting
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y, with y' = (x’, &', i), where |¢'| is possibly C 4+ 1 (when ¢ is faulty) rather than
C. The candidates associated with these extra states are output at the next iteration,
after incrementing C (lines 17).

6.6 Experimental Results

The diagnosis technique presented in this paper was implemented in the C pro-
gramming language, under the Linux operating system (distribution Kubuntu 20.04),
running on a laptop with 16GB of working memory. The software package allows
for the specification of active systems by a specially-designed language. Once the
description of an active system is compiled into internal data structures, the rele-
vant space, such as Space(P) in Fig. 6.1, can be generated as a graph specified in
the dot language by exploiting the Graphviz package.® If a temporal observation
is given, the relevant abduction can be generated also, like Abd (P, O) in Fig. 6.2.
Two engines have been implemented for the generation of candidates: DIAGNOSIS
ENGINE, which outputs the candidates without any prioritization, and PRIORITIZED
DIAGNOSIS ENGINE, the algorithm presented in this paper. The two algorithms were
compared based on several experiments. Shown in Fig. 6.3 are the results relevant
to the abduction displayed in Fig. 6.2 for both DIAGNOSIS ENGINE (left) and PRI-
ORITIZED DIAGNOSIS ENGINE (right). Specifically, in each bar chart, the x-axis
indicates the order number of the candidate generated, while the y-axis on the left
indicates the cardinality of the candidate. Hence, a bar in position k£ > 1 having
height & corresponds to the output of the k-th candidate, whose cardinality is /. For
instance, the first candidate generated by DIAGNOSIS ENGINE includes three faults,
while the first candidate generated by PRIORITIZED DIAGNOSIS ENGINE includes
two faults. The additional y-axis on the right indicates the processing time (in us)
spent so far, whose value is represented as a red bullet. For instance, the time spent
by DIAGNOSIS ENGINE up to the generation of the fourth candidate, is 22 s, while
the generation of the same (most probable) candidate by PRIORITIZED DIAGNOSIS
ENGINE is almost instantaneous. DIAGNOSIS ENGINE completes the generation of the
candidate set in 26 s, while PRIORITIZED DIAGNOSIS ENGINE takes 27 ps. Albeit
these figures have little significance owing to the small dimension of the problem,
they nevertheless reflect the need for a slight additional computation by PRIORITIZED
Di1AGNOSIS ENGINE for ranking and searching the candidates. On the other hand,
unlike DIAGNOSIS ENGINE which generates an unordered set of candidates, PRI-
ORITIZED DIAGNOSIS ENGINE generates the candidates in ascending order, thereby
providing more probable candidates as soon as possible.

To compare more significant figures, another experiment with a different map-
ping table of P is presented, which involves ten faults and just one observation label.
Given in input a temporal observation of length 60, the diagnosis results (including
205 candidates) are shown in Fig. 6.4, where the processing time is expressed in

6 Graphviz is a shorthand for Graph Visualization Software, which is available at graphviz.com.
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Fig. 6.4 Compared results (including 205 candidates) for a variation of the mapping table and
the temporal observation of P: DIAGNOSIS ENGINE (left) and PRIORITIZED DIAGNOSIS ENGINE
(right), with processing time expressed in ms

0

ms. For the generation of the candidate set, DIAGNOSIS ENGINE and PRIORITIZED
DIAGNOSIS ENGINE take 50ms and 56ms, respectively, with 55511 states generated
in the abduction. The most probable candidate, however, is generated by DIAGNOSIS
ENGINE after 22,67ms (in position 96), while it is generated by PRIORITIZED DIAG-
NOSIS ENGINE almost instantaneously (in first position). Even the two candidates
with cardinality 2 (positions 2 and 3) are generated after 0.15ms by PRIORITIZED
DIAGNOSIS ENGINE, while they are generated by DIAGNOSIS ENGINE after 22,66ms
(positions 94 and 95). In comparison with DIAGNOSIS ENGINE, the generation of the
three most probable candidates (one with cardinality 1 and two with cardinality 2)
by PRIORITIZED DIAGNOSIS ENGINE allows for saving 99.33% of the time. If we
add to the set of most probable candidates those with cardinality 3 and do the math,
the time saved is 97.36%.

Results of a third experiment relevant to a different AS composed of five com-
ponents are outlined in Fig. 6.5, where the model of each component involves two
states and six transitions, four of which are spontaneous (that is, not triggered by
events in links) and three of which are unobservable, thereby resulting in a diagnosis
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Fig.6.5 Compared results (including 7848 candidates) for a DES with five components: DIAGNOSIS
ENGINE (left) and PRIORITIZED DIAGNOSIS ENGINE (right), with processing time expressed in
seconds

abduction with a large number of states (1967090). DIAGNOSIS ENGINE and PRIOR-
ITIZED DIAGNOSIS ENGINE took 15.93s and 19.20s, respectively, for generating all
candidates (7848), with cardinality ranging from 1 to 10. Focusing on the most likely
(low cardinality) candidates, however, figures are telling: the generation of single-
ton candidates is completed by DIAGNOSIS ENGINE and PRIORITIZED DIAGNOSIS
ENGINE in 15.927152s and 0.000694s, respectively, while, considering candidates
with one or two faults, the times are 15.930147s and 0.015191s, respectively: com-
pared to DIAGNOSIS ENGINE, the time saved by PRIORITIZED DIAGNOSIS ENGINE
for generating the most probable candidates are 99,9956% (one fault) and 99,9046%
(one or two faults).

6.7 Conclusion

In the literature on (a posteriori) diagnosis of ASs, the (sound and complete) set
of candidates has always been generated without any particular order. Since low-
cardinality candidates are more likely than high-cardinality candidates, good heuris-
tics is focusing on the most likely candidates (diagnoses with few faults). This is
essential in diagnostic environments that are required to provide the most probable
diagnoses as soon as possible so that relevant recovery actions are enabled (possibly
automatically) in real time. The PRIORITIZED DIAGNOSIS ENGINE proposed in this
paper serves this purpose: candidates are produced in ascending order by cardinality
so that most probable diagnoses are generated upfront. Experimental results con-
firm the effectiveness of the approach. In the future, candidate prioritization may be
extended to monitoring-based diagnosis of ASs [9], diagnosis of deep ASs [11], and
sequence-oriented diagnosis of ASs [7].
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